
The ongoing renaissance in artificial intelligence (AI) has led to the advent of machine learning methods 
deployed within components for sensing, actuation, and control in safety-critical cyber-physical systems 
(CPS), and is enabling autonomy in such systems, such as autonomous vehicles and swarm robots. 
However, as demonstrated in part through recent accidents in semi-autonomous/autonomous CPS and by 
adversarial machine learning, ensuring such components operate reliably in all scenarios is extraordinarily 
challenging. We will define and discuss specifying desired behaviors (e.g., for safety, security, robustness, 
and stability) using hyperproperties, which are sets of properties, where properties are classically defined in 
formal methods as sets of traces, so hyperproperties are sets of sets of traces and are effective in describing 
security specifications, such as noninterference. In recent work, we have developed a real-time, real-valued 
temporal logic called hyperproperties for signal temporal logic (HyperSTL), which is useful for describing 
behaviors in autonomous CPS. We will discuss methods to falsify hyperproperties (i.e., to find sets of traces 
violating a hyperproperty) assuming only black-box models are available, as well as methods to formally 

verify hyperproperties (i.e., to establish all sets of traces satisfy a hyperproperty) when formal models, such as hybrid automata, 
are available. We will discuss the application of these approaches in several CPS, such as motor vehicles and swarm robots. We will 
conclude with some architectural solutions that enhance trust and safety assurance in autonomous CPS, building on supervisory 
control with the Simplex architecture, and will discuss future research directions for enhancing trust of machine learning components 
within CPS that we are exploring within recently started DARPA Assured Autonomy and NSA/DoD Science of Security Lablet projects.
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