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SHhgenprint Identification o
SRATNIENG all the BIOMELHE LEChNIGUES, inderprint:
paseddentification IsTthe oldest method which
pesiveen successfully used in numerous
ePlICations:
J r]nr erprinting was first created by Dr. Henry
el t a British surgeon.

."’

eryone IS known to have unique, immutable
= T ngerprints.

e A fingerprint is made of a series of ridges and
valleys on the surface of the finger.
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HRGERPr tiﬂgg,'ﬂcatieﬁ""

SRIIENURIgUENESS of aF
HRGErPrint can be
Jer,srmlp ed by the pattern of
flele[g: and valleys as well as
m‘ mutlae points.

\lio= points are local
-=ndge characteristics that
Occur at either a ridge
bifurcation or a ridge ending.
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Island (short ridge)

Hook (spur) Lake (enclosure)
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F]J‘]ggib int {dggificat-i@ﬁs} p—

ARSI J 2rolled ﬂngerprmt fMay Nave as many as
00FeIrmore identification points that can be
Ligeleue .l'e ‘identification purposes.

2 r Her ‘@ IS NO exact size requirement as the
=humber of points found on a fingerprint
= ;lmpressmn depend on the location of the print.

~ ® As an example the area immediately
surrounding a delta will probably contain more
points per square millimeter than the area near
the tip of the finger which tends to not have that

many points.
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L Schematic’='data storage and

BIOCESSING! INfinger-SCan Sy Stems

|

Peripheral Device Local PC Central Server

Scenario 1

Device-level i >
orocessing

and storage

mnl'.:““! ]

* Image acquisition ¢ Receives match/no-match * May record biometric

¢ Feature extraction decision decisions for auditing
¢ Enroliment template storage ¢ Communicates decision to purposes
* Biometric matching local applications (NT, Web)

¢ Match/no-match decision
transmitted to local PC

Scenario 2
Device-level
processing,

acal PC storage

* Image acquisition ¢ Enroliment template storage  * May track biometric
* Feature extraction e Biometric matching decisions for auditing
* Template transmission ¢ Communicates decision to purposes

to local PC local applications (NT, Web)




Schematic™='data storage and
PIOCESSING i finger-scan: systems

-

- —

.

Scenario 3
Local PC \ =

processing
and storage \

A\

=
* Image acquisition * Generates template from * May record biometric
* Image (not template) identifiable biometric data decisions for auditing
transmitted in digital * Enroliment template storage purposes
format to local PC ¢ Biometric matching

e Communicates decision to
local applications (NT, Web)

Scenario 4 = ! X
Central server | o >
storage and '
processing ‘\
* Image acquisition * Image or template * Enroliment template storage
¢ Optional - Feature extraction transmission to central server e Biometric matching
* Image or template ® Optional - Communicates e Communicates decision to
transmission to local PC decision to local applications local or central applications

(NT, Web) (NT, Web)
* May track biometric
decisions for auditing
purposes

Figure 4.3 Schematic—data storage and processing in finger-scan systems.



“General Model for Fingerprint
Authentication -

Raw data Extracted -

Data features template| storage

collection

Application decision

Authentication decision
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| g.erp,ri!ltL Cléssif!c_qg'@ﬁ‘;—

J L JFJ'-‘ Yolll [ries ¢ %iiwuﬁﬁtﬁdﬂnd—-‘
SUEIEUFEVERYday In applications SUCh as forensics
deeESS contiol, and driver license registration.

2 Al rautematic recognition of people based on

flalejelse ints requires that the input fingerprint be

matched with a large number of fingerprints in a

=— dat abase (FBI database contains approximately 70
rillion flngerprlnts')

- 'Classn‘ylng these fingerprints can reduce the search
= [ime and computational complexity, so that the
Input fingerprint is required to be matched only with
a subset of the fingerprints in the database.

14



F]ng@r.'a Int Clggsificati@ﬁa. e

cIaSS|f|cat|on foIIowed by automatic
ae matching;

tmg the classification process would
= Drove its speed and cost-effectiveness.

' fPEJSSYS is to build a prototype classifier that
— separates fingerprints into basic pattern-level
classes known as arch, left loop, right loop, scar,
tented arch, and whotl.

A+
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Right loop

Left loop
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orint Classification=
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Whorl

Tented arch
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SIIE 160D | S by far the most common type
of flsle ;prlnts

Sihe h E an population has fingerprints in

’ ,'r" Gﬂowmg percentages:

=1 oOp 65%

’;\/_vhorl - 30%

— Arch -- 5%

a—
— —
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Viinutiae Detectione™ s
NUimanfingerprints are unique to,each person;, certi
e r‘-\r'*c SHdenticy:

BEGALISE straightiforward matching between the unknown
airiel <nl cv n flngerprlnt patterns is _highly. sensitive to
EIHOIS (€.9. various noises, damaged fingerprint areas,

or therfinger being placed in different areas of ﬂngerprlnt

= Sl nner window and with different orientation angles,
",_f-':-"’ “finger deformation during the scanning procedure etc.).

e -Modern technigues focus on extracting minutiae points

- (points where capillary lines have branches or ends)
from the fingerprint image, and check matching between
the sets of fingerprint features.

Ing

"',"~
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Minutiee Detection -- Preproc
B -

*Nlmage Processing

— -

— Cejgilfele 1eifingerprint images and process them through a
SEHESIOliIMage processing algorithms to obtain a clear
,Jrumj{_ guoeus skeletal image of the original gray tone
Jrn,)rvw“ , clarifying smudged areas, removing extraneous
JJ‘JJ“ LS| and healing most scars, cuts and breaks

Undesirable - .
features marked Final image

Original image

A
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iinutiae D_ete@t-i@ﬁ} —

pared usmg f
f atures called ,}

. _,tures mclude
ol ‘a finger's
ctior skm where

s end (called a
ge endin dg) or split
alled a i

furcatlon)

- e There are on the order of
100 minutiae on a tenprint.

Minutiae: bifurcation (square marker) and
ridge ending (circle marker).

21



Minutiae. De,tectioﬁ J’—

o

SaEedture Detectior o" ,’ -
Matehing \
Ridge ends zisid ifureziiions
IRUHEE)N ‘1‘ thin the skeletal
fiiegelaredentified and
ricelelelel ‘prowdlng critical
placement, orientation and
S ,_1}; : g’e1nformat|on for the
= ﬁ“g‘erprlnt matching process.
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inutiae Detection- ™
. Minutiae Detectione
ati f ‘c;rnﬁrep

resented by a coordinate

alla al=a alal=lde & ar-far= ..l Al ()| l.. [ ] .-

or ientation is represented in degrees, with zero
D mtlng horizontal and to the right, and increasing
;_.j"' eeding counter-clockwise.

/f

A. standard angle, B. FBI/IAFIS angle
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inutia@. Deteet-ienf’* o

A
-

A C oo | reliable mgerprmt Processing technlque
rérjvur" > Sophisticated algorithms for reliable
,)rJf\—‘f" of the fingerprint image:

= NOISE elimination,

= = m |nut|ae extraction,

__—v,.[
S

= .'~Jrotat|on and translation-tolerant fingerprint matching.

"f -

- & At the same time, the algorithms must be as fast

=T possible for comfortable use in applications
with large number of users. It must also be able
to fit into a microchip.

S
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‘ateﬂtg_@mgerpr-iﬂts} _—

o

—

t ':"’ to tenprints, there is a smaller population of
ts also important to the FBI.

are fingerprints captured at crime scenes that can
ed | as evidence in solving criminal cases.

ke tenprlnts which have been captured in a

: vely controlled environment for the expressed

== ;_::» 5] pose of identification, crime scene fingerprints are by
——  nature incidentally left behind.

— ® They are often invisible to the eye without some type of
chemical processing or dusting.

~e It is for this reason that they have been traditionally
called /atent fingerprints.

-
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Latent Flngerprl -

ally, only a portion of the‘aner |s present in the latent, the
on which the latent was imprinted is unpredictable, and the

éds to fingerprints of significantly lesser quality than typical

re are 100 minutiae on a tenprint, there may be only a
n a latent.

27



‘atentf@gerprints} -

) the poor conditions of latent ﬂngerprmts
fmgerprmt technology operates poorly

N presented a latent fingerprint image. It is

Xt er difficult for the automated system to

;_.,‘.-: rately classify latent fingerprints and reliably

— locate the minutiae in the image.

.

> Consequently, human fingerprint experts, called
~ latent examiners, must analyze and manually
mark up each Iatent fingerprint in preparation
for matching.

-
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d NIST coIIaboratlver developed a
f*- od workstation called the
Iver aI Latent Workstation (ULW).

FE , as chosen to distribute the ULW
eely upon request.
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Agerprint'Matchinges

— - J —
- | - —

0 I"rr‘nru‘—*rr metcherGempanesidatarfromthenput .

SEalch Prnt agalnst all appropriate records in the

JJ,J_)* € 0 determine I a probable match exists.

J Mer- 2 relationships, one to another are compared. Not
w catlons within an X-Y co-ordinate framework, but as
ed relationships within a global context.

et
o

Compare

Live image Stored image

30



g rprint Matchinge =

e

EaGremplate comprlses a mult|pI|C|ty of mformatlon

("j'vjn,g_, ‘J\e\“'"c" ationrchURkranrasenting a minutiar
, a and a
» |s represented by two coordinates. [ | = (Xx,Y)]

y r e elghborhood comprises of positional parameters
=Sith respect to a chosen minutia for a predetermined
-""f*t gure of neighbor minutiae. In single embodiment, a
~ neighborhood border is drown about the chosen mlnutla

_ and neighbor minutiae are chosen from the enclosed
region. [ theta]

e A live template is compared to a stored measured
template chunk-by-chunk. A chunk from the template is
loaded in a random access memory (RAM).

i

e
—
—
-(T\

-
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Fingerphint Mat-c-hiﬁf‘ —

SINENSIE, minUtia slant and neighborhood' of the

EIEIECENNIORMation chunk are compared with the site,

finluiatsiant and neighborhood of the stored template (

EieRpNRiermation chunk by information chunk.

SEETEIgnbornoods are compared by comparing every
Bpoesitenal argument. If every positional parameters

&= natch, the neighbors match. If a predetermined figure

=0f neighbor matches is met, the neighborhoods match.

~ o Jfithe matching rate of all information chunks is

- eduivalent to or superior to the predetermined
Information chunk rate, the live template matches the
stored (latent) template.
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Sligracteristics of Fingerprint Tech i
SRBIOMELHIC (Flnge o) ﬁt) Strengths
_F]rU‘_\r"gjr,‘ ost'1 crl AN easunre

. Acce'c reliability
SHigh guality images
—g,)f ‘ai physical size
‘_5;_,; = Llow’ cost
— Low False Acceptance Rate (FAR)
~ _Small template (less than 500 bytes)
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ShialiaGteristics of Flngerprmt Tech
SRBIOMELTIC (Flnge r 1ﬁt-weaknesses)
J\{‘-‘r]JquJ careruifenrollment

Sowential high False Reject Rate (FRR) due to:
o RrA lng too hard, scarring, misalignment, dirt

\/J ‘Elor iIncompatibility
=== rtﬂtural ISsues

-’ /

ot

S

—_

= Phy5|cal contact requirement a negative in Japan

e

—___-

—

ﬂ

= — :‘:."-. Perceived privacy issues with North America
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Feliclgle er-_D@etion)"

g et

=

ASKaIyAGthEFauthentication technigue, fingerprint
recey ijc |s not totally spoof-proof.

T né otentlal threats for fingerprint-based systems
clrs iiffi

— al va“‘kmg the communication channels, including replay attacks
o _-_é 'the channel between the sensor and the rest of the system;

, r—_atfacking specific software modules (e.g. replacing the feature
;"‘-’* ~ extractor or the matcher with a Trojan horse);

'g_,-——

-~ — attacking the database of enrolled templates;
— presenting fake fingers to the sensor.

.'-'
—

\l

—

\
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FEKE T ger~lleie€tion—{ —

IhENEasIbility of the last type of attack has been
eported by some researchers: they showed that it is
,Jcr.,uJ}/ possible to spoof some fingerprint recognition

3) swith well-made fake fingertips, created with the
("JJ : taratlon of the fingerprint owner or from a latent
Sfingerprint: in the latter case the procedure is more

-—
4_ —
-

= f_lcult but still possible.
=

— —

_ U
-
— -
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FARET: ger-D@eetioa-? —

2 BEJS—'—‘C]JI]I‘ aranalysis of SKIR dIStortion.

BENIRENUSEr IS required to move his finger while pressing it against the
Seannersurface, thus deliberately exaggerating the skin distortion.

When Ja eal finger moves on a scanner surface, it produces a
Signiticant amount of distortion, which can be observed to be quite
J ferent from that produced by fake fingers.

=R Usually fake fingers are more rigid than skin, then the distortion is

s definitely lower; even if highly elastic materials are used, it seems very

= = difficult to preC|ser emulate the specific way a real fin er is distorted,
=== Pecause the behavior is related to the way the external skin is anchored

= {0 the underlying derma and influenced by the position and shape of

- ~ -~ the finger bone.

_"0 ‘Based on odor analysis.

— Electronic noses are used with the aim of detecting the odor of those
me;terla)ls that are typically used to create fake fingers (e.g. silicone or
gelatin

: \
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AEVAT f~Filag!erpfint-;I'-eW

SMASHinGErprint technology matures, variations in
CHENEC hOIogy alsolincrease including:

= J,)r al—finger is scanned on a platen (' glass, plastic
- r_ r easted glass/plastic).

o hcon — uses a silicon chip to read the capacitance

———
—

-':.? Value of the fingerprint.

~— Ultrasound — requires a large scanning device. It is
5 - appealing because it can better permeate dirt.

'i‘m "1 | =,.|.«

s{,

-
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ange of Fingerprint dat
— =

R -
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ot
-

IENNELChINGRaCEUaCYAGTaIOMELHiCSEhased
dUGENUCation' System reliesron the stability
(PENE n’ence) of the biometric data associated with an
Irieliveltt I OVEr: time.

0 ly) rg?*‘ ty, however, the biometric data acquired from an

Jglel)’ Itlual IS susceptlble to changes introduced due to

=mproperinteraction with the sensor (e.g., partial

= fingerprints, change in pose during face-image

—ach|S|t|on), modifications in sensor characteristics (e.g.,

~ optical vs. solid-state fingerprint sensor), variations in
environmental factors (e.g., dry weather resulting in
faint fingerprints) and temporary alterations in the
biometric trait itself (e.g., cuts/scars on fingerprints).

-
i

—

I
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inge of Fingerprint dat
| = —

T e e

e

R

o

rf]JJ]é Wordsthemometric
fIEas! Jrements tend to have a large intra-
clelss arlablllty

J )l 'S it is possible for the stored template
'-';;—:-- = afa to be significantly different from

= -those obtained during authentication,

~ resulting in an inferior performance
(higher false rejects) of the biometric
system.
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EVallation of Fin _ger rlntll'-e@ﬁﬁﬁ?‘y’

SRIIETE are two categorles of flngerprlnt
] :J'lr:cr g technigues: and
correlat

=V |nut|ae based technigues first find minutiae
-«pomts and then map their relative placement
‘:"., ~ 0N the finger.

— The correlation-based method is able to
overcome some of the difficulties of the
minutiae-based approach.
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=vallidtion: of Fingery rprlnt T-ec-laﬁtﬂga?’

— /]1glt ,J.J,]‘J-'r 6ISE limmnglhasqambiems—-—-
Heliding:

I Ereal life you would have impressions made at
'Separate times and subject to different pressure
= |stort|ons

—— = On the average, many of these images are
=% _ = relatively clean and clear, however, in many of the
s»?i_»_f’--'i- - actually crime scenes, prlnts are anythlng but
-~ Clear.
® [here are cases where it is not easy to have a
core pattern and a delta but only a latent that
could be a fingertip, palm or even foot impression

® The method does not take into account the global
pattern of ridges and furrows. o




EValliationt ofFin _g rprmt T-ec-lgﬁ‘b‘ﬁ/"

e —

—r]nJ"o ACmatehing Dasedion minutiae nas
preplems inimatching different sized
(Jnr* gistered) minutiae patterns.

— cal ridge structures can not be completely
= characterized by minutiae.

— '—‘I'he solution Is to find an alternate

- = representation of fingerprints which captures
more local information and yields a fixed
length code for the fingerprint.

"__.‘—'
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r‘VJLJr of«F ‘wﬁ inte

g SOITEldUC ion-based processing has its own
r)rJ.)J" 15 including:

SICOr: elatlon based techniques require the
~pr ease location of a registration point

4It,|s also affected by image translation and

—

' -’;"_;g,. ~ rotation.
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peias=oOn Lab,of Fiﬂger-Bi@mﬁc”

IYeInRIoad and install’NIST Fingerprint Image
SO "re 2

AT rr'::sc Demo Command PCASYS, MINDTCT,
\ Q and BOZORTH3

_1:3 " PCASYS (PACSYSX) and MINDTCT are
avallable in NIST Biometric Image Software.

'4 You may need Perforce to download NBIS
software.
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