Assignment 4

Task 1: Frequency Analysis (100 points)

The cryptanalyst can benefit from some inherent characteristics of the plaintext language to
launch a statistical attack. For example, we know that the letter E is the most frequently used
letter in English text. The cryptanalyst finds the mostly-used character in the ciphertext and
assumes that the corresponding plaintext character is E. After finding a few pairs, the analyst
can find the key and use it to decrypt the message. To prevent this type of attack, the cipher
should hide the characteristics of the language. Table 1 contains frequency of characters in
English.

Table 1 Frequency of characters in English

Letter | Frequency | Letter | Frequency | Letter | Frequency | Letter | Frequency

E 12.7 H 6.1 W 2.3 K 0.08
T 9.1 R 6.0 F 22 J 0.02
A 8.2 D 4.3 G 2.0 Q 0.01
(0] 7.5 L 4.0 Y 2.0 X 0.01
I 7.0 C 2.8 P 1.9 Z 0.01
N 6.7 U 2.8 B 1.5

S 6.3 M 24 A% 1.0

Cryptogram puzzles are solved for enjoyment and the method used against them is usually some form of
frequency analysis. This is the act of using known statistical information and patterns about the plaintext
to determine it. In cryptograms, each letter of the alphabet is encrypted to another letter. This table of
letter-letter translations is what makes up the key. Because the letters are simply converted and nothing
is scrambled, the cipher is left open to this sort of analysis; all we need is that ciphertext. If the attacker
knows that the language used is English, for example, there are a great many patterns that can be
searched for. Classic frequency analysis involves tallying up each letter in the collected ciphertext and
comparing the percentages against the English language averages. If the letter "M" is most common
then it is reasonable to guess that "E"-->"M" in the cipher because E is the most common letter in the
English language. These sorts of clues can be bounced off each other to derive the key and the original
plaintext. The more collected cipher text the attacker has, the better this will work. As the amount of
information increases, its statistical profile will draw closer and closer to that of English (for example).
This sort of thing can also be applied to groups of characters ("TH" is a very common combination in
English for example). The example frequency analysis image above was performed on the first three
sentences of this paragraph turned into a cryptogram. As you can see, the English language is very
predictable with regard to letter frequency and this can exploited in some situations to break ciphers.



Top Example Ciphertext - Top English Letter
Letter Frequencies Example Partial Frequencies
Ciphertext Key
N S

K A L T Q@ UW E T A O 1

CZOXKTVZLH XEJJYAU LZA UTYIAB MTZ AQFTOHAQK LOB KRA HAKRTB EUAB LVLWQUK KRAH WU
EUELYYO UTHA MTZH TM MZAGEAQCO LQLYOUWU KRWU WU KRA LCK TM EUWQV DQTNQ
UKLKWUKWCLY WQMTZHLKWTQ LQB XLKKAZQU LPTEK KRAXYLWQKASK KT BAKAZHWQA WK
WQ CZOXKTVZLHU ALCR YAKKAZ TM KRA LYXRLPAK WU AQCZOXKAB KT LOTKRAZ YAKKAZ

The goal of this lab is to gain a better understanding of a statistical attack by programming some of the
important components to analyze/manipulate arrays of characters.

Lab Questions
1. What type of cipher is this program useful for breaking?

2. In this type of cipher, the relationship between characters in the plaintext and characters in the
ciphertext is

3. List the frequencies for the top 4 characters found in the given ciphertext:

MKLAJZHAIUQWKHJABZNXBVHAGKFASDFGALQPIWRYIOQYWIERMASVZMNBZXCKJASDFGLKJFH
WQERYIOQWTYIOASUDYFLASKIDHFZMZVBCXMVQLWERYIQRASDFQIWUERYIHKMFMAKHLSDFY
UIOQWYREIORYIWQEUFHAKDFHLKASHFKVBBBNASMDFSADFWQEUYRUUEYRUUUQKASJHFKIDS
HFSNBNBNBNBABABAAASKIFHLKISADHFIDUASFOYDASIYFQWERBQWBRKLILKASSADFDFDASDA

4. Break the cipher text given in the following. What is the plaintext? What is the key?



OTWEWNGWCBPQABIZVOQAPMLUGZWTTQVOBQUMAPMIDGZCAB
EQVBMZLZIXMLAXZQVOQVLMMXAVWEIVLLIZSNZWAB
JOQZLWNLMTQOPBVIUMLGWCBPAEQNBTGTMNBBPMVMAB

ITIAKWCTLVBBQUMQBEPQTMQBEIAQVUGBZCAB

What To Turn in:
A zip file named lastname_firstname_Assignment3.zip, containing:
- Source code

- Atext file or Word document containing yours answers to the Lab Questions

- If you changed any other files in your project, please include them as well



Task 2: Lab on encryption using binary/byte addition (practice)

Under this encryption algorithm, the key entered is added character by character (byte by byte) to the
data to be encrypted. Here addition modulo 256 is used, i.e. so that any carry-overs are ignored. The key
is applied cyclically (as under the Vigenére encryption algorithm and also with the Exclusive-OR), i.e.

once all the characters (bytes) of the key have been used, the algorithm reverts to the first character
until the text has been completely encrypted.

To decrypt the text, the characters of the key have to be subtracted from the encrypted text modulo
256.

If one knows the characters which occur most frequently in the plaintext, it is then possible to work out

the key with the aid of a computer (and hence also the plaintext) (see Automatic analysis, Byte
Addition).

The key used for Binary Addition is entered in the Key entry dialog.

This encryption algorithm can be easily broken with a Ciphertext-Only attack (see Automatic analysis,
Byte Addition). An example of this will be found in the Examples chapter.

1. Open the file CrypTool-en.txt under C:\Program Files (x86)\CrypTool\examples.

Q& CrypTool 1430 - startingexample-en.txt —— —

| S——— ———

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
De|ef|ES &)@ ALy

S startingexample-en.bt

[E=8 e )

[CrypTool (Starting example for the CrypTool version family 1.x)

CrypTool is a comprehensive free educational program about cryptography and cryptanalysis
offering extensive online help and many visualizations

This is a text file, created in order to help you to make your first steps with CrypTool.

1) As a first step it is recommended you read the included online help, this will provide a useful oversight of all available functions within this application. The starting page of the online help can be accessed via the menu "Help > 3
Starting Page” at the top right of the screen or using the search keyword "Starting page™ within the index of the online help.
Press F1 to start the online help everywhere in CrypTool

2) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu "Crypt/Decrypt > Symmetric (Classic)"

3) There are several examples (tutorials) provided within the online help which provide an easy way to gain an understanding of cryptology. These examples can be found via the menu "Help
14) You can also develop your knowledge by

- Navigating through the menus. You can press F1 at any selected menu item to get further information.

- Reading the included Readme file (see the menu "Help -> Readme”)

- Viewing the included colorful presentation (This presentation can be found on several ways: e.g. in the “Help" menu of this application, or via the “Documentation” section found at the “Starting" page of the online help)
- Viewing the webpage www.cryptool.org
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2. Click “Analysis\Tools for Analysis\Histogram”.

Q& CrypTool 1430 - startingexample-en.bxt —— — - r— -
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Options Window Help
Dl | B|&| & 2| [ 2% Tools for Analysis » Entropy
- | Symmetric Encryption (classic) » (e Ery sy
1 startingeample-entet 4 ia — =E
Symmetric Encryption (moderm) »
CrypTool (Starting example for the CrypTool version family 1) N-Gram.
Asymmetric Encryption » -
CrypTool is a comprehensive free educational program about cryptography  Hash » ANEEIEETT
offering extensive online help and many visualizations Periodicity
Analyze Randomness >

—

[This is a text file, created in order to help you to make your frst steps with CrypTool

1) As a first step it is recommended you read the included online help, this will provide a useful oversight of all available functions within this application. The starting page of the online help can be accessed via the menu "Help > 3
Starting Page” at the top right of the screen or using the search keyword "Starting page” within the index of the online help.
Press F1 to start the online help everywhere in CrypTool

2) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu "Crypt/Decrypt > Symmetric (Classic)”

3) There are several examples (tutorials) provided within the online help which provide an easy way to gain an understanding of cryptology. These examples can be found via the menu "Help -> Scenarios (Tutorials)".

4) You can also develop your knowledge by:

- Navigating through the menus. You can press F1 at any selected menu item to get further information.

- Reading the included Readme file (see the menu "Help -> Readme”|

- Viewing the included colorful presentation (This presentation can be found on several ways: .g. in the "Help” menu of this application, or via the "Documentation” section found at the "Starting” page of the online help).
- Viewing the webpage www.cryptool.org
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7Y ASCI Histogram of <startingexample-en.txt> (1250 characters)

ASCII Hi of i .txt> (1250

Frequency (%)

Value

We can see from the histogram that the character which occurs most frequently is the letter E. This is
true of many German and English texts. This information will be used later on during our attack.

3. Close the histogram dialog. Choose from menu “Encrypt/Decrypt\Symmetric\Byte Addition”.

,
Key Entry: byte by byte addition (ADD) =)

Enter the key using hex characters (0.9, A..F).
Key length at maximum 2048 hex characters (= 1024 bytes).

1234 4B CD d

Encrypt Decrypt Cancel

4. Enter 12 34 AB CD as the key and click Encrypt.

The encrypted message shows up:

Q& CrypTool 1430 - ADD encryption of <startingexample-en.txt>, key <12 34 AB CD> P ==

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

Dol W[5 & [%(@ Sl 2N

§i startingexample-en.txt
CrypTool (Starting example for the CrypTool version family 1.x)
CrypTd (i ADD encryption of <startingexample-en.bt>, key <12 34 AB CD>
offering| 00 24 3D 6 1A 39 32 5C FE 41 73 A6 1F 36 80 98 CB 3 95 18 3D 7E 99 CB 33 81 A6 CB 41 74 99 CB 10 84 AD 1B
27 2 i3 17 E 53 1D 40 7B A3 19 ED 78 35 18 36 7E AD Ci 40 C D4 D 1C 4 10 84 AD 1B 21 81 43 17 ED 7B A7
rhis is iE 32971 82 A6 10 35 77 A2 1E 36 88 99 CB 33 84 § ED 77 98 20 30 7 14 3C 80 95 17 ED B2 A6 1A 34 84
75 ED 73 5 42 86 54 OE 3F 8B A4 IF 3C 73 A6 OC 3D 7 CB 2E 80 3 3 AD 173 A2 0C 39 8B A7 14 40
5 1h 337 1D 36 80 9B 2 8 A8 10 3B 85 9D 21 K319 33 7 it 7h 7 3D 3 13 31 32 A1 0C
1) As C: 54213 A9 0C 39 7B AE OC 41 7B A3 19 i1 1C 88 13 3 5 40 S CB 41 77 AC 1F ED 78 9D
Startin E 3E 54 0 7 F 32 7 43B 32 A3 77 418154 1 7 cB 1 A9 CB 41 81 54 18 2E 7D
Prass 11 99 CB 46 81 49 1D E D 1D 4 4 1E 41 77 El 9D 1F 35 32 7 4 g8 C 7E 62 BS F 3E DC F6
38 32 75 1EED 7 11 47 11 5 4 10 3D 1 7B &7 CB 3F 77 97 L 7F 53177 98 CB 46 81 A9 CB
SF 3F 77 95 OF & 3 7B A 9 87 38 10 & 7B A2 ¥ 3D 4 5 7B A7 CB 44 7B AD
2)Apq 8 7 ED B2 A6 1A 43 7 ED 7 0 40 77 94 3 4 47, B & 39 7E 54 OC 73
AD 9D 17 2E 74 AD 10 EI 13 3 D 14 3B 85 3 B 3 4 0C 3D 1430 73 A8 14 3C
3) Ther D4 80 62 CB 21 7A 9 1 95 1 B A2 12 ED 1 1 142 17 99 CB 35 77 A0 1B
FB ED 75 95 19 ED 74 75 9 085 33 OF g C 10 EL 232 56 7E A A 50 54
22 FE 41 73 A6 1F 36 1D 7 0 EF 32 95 86 5C 6 E 2 35 86 33 332 32
4) You 4 7 OE 3F 77 99 19 46 CB 4 D 19 34 32 32 32 E 84 97 1 9 4 F 7 1F 2E
Navig 7 14 3B 79 54 79 99 CI 9 3D 1F 35 CB 41 CB 36 80 3 2 1 1 142 17
- Read) 5 B 38 77 iF 3 F 77 A7 1E K 65 CB 54 1E 41 7 D 85 9C A 6 80 99
[ Viewi BE 77 0 1B ED 3F 8 332 84 93 8 B A4 Fi 9 DA 1C 3B 54 EC ED 82
ES 10 7B 3 17 3 10 4 4 1E 41 77 A4 CB 4 31 32 96 10 3 CB 32 16 82 A8 CB 2E
|- View 0 14 39 7 2 ac A 99 CB 10 73 99 1 0C 35 79 A3 3 8 13 36 85 54 OE
3 G4 0D 32 32 38 L 77 5 36 73 54 1F 35 77 & a3 5 16 D 3 It D 86 54
uly 20) 5 32 87 24 3A 7F 9 3F 7] B F5 55 A0 8 34 7 1F 3E DE 2 8 B 2E 84
The C: 8 40 77 AA 10 3F 7 CB 32 8A 95 18 3D 7E El 1 4 7 D 4 98 10 31
A 14 41 74 9D 1 SC 10 ED 81 A2 17 36 ci B C 1¢ 30 74 54 1B 1 77 54 0C
C; 3 0C 40 9B § 8B 54 1F 3C 32 9B 0C H B 9 7 46 1E 41 2 B C 78 54
F 8B A4 1F 3C 7 46 4 F 35 77 A7 10 ED 7 C 2 4 37 0C 2 78 A3 20 3B 76
1 36 73 54 1F 118 3 9 CB EF 5k 3 1 D 1 73 &6 C 4 D3 21 87 A8 LA 3F
1 17 40 3B A IC 41 B B 54 04 3C 40 0 C 5 L 177 0 1 A4 CB 46 81 A3 1D
6 A2 14 4. F 34 77 5 46 4C 54 Bg F 5 E 88 90 12 2E 86 9D 13 34 8 F 81 A9 12 35 32 A8
s 32 411 7 D9 ED 6 20 ED 75 95 13 ED & 0 5 1 FE 32 95 1F 3 4 ED 85 99 17 32 75
B 3132 & 7 54 14 41 77 A1 CB 41 81 54 12 3 2 813 3 1 B 3 1D 34 73 A8 14 3C
1ED B8 D7 3 98 14 3B 79 54 1F 35 77 54 1 0 7 9 7 F 3A 77 54 11 36 7E 93 CB
507 99 10 EI ED 7F 33 13 42 32 56 F3 32 7E A4 CB F. 4 FD 32 7 32 D D3 DA 1C 61 CB 23 7B 99
52E 80 3B Ci X 36 80 37 17 42 76 99 D) 75 A3 1 84 34 20 3 iD 5 93 13 41 73 A8 14 3C 80
55 21 74 9 ED 10 40 77 A2 IF 2E 86 9] 3B 32 97 OC 3B 32 36 1 A3 B 7 1A 3B 32 A7 10 43
7C 0C 33 3 [ 6E CB 32 40 9B D3 ED 7] CB 41 7A 99 CB EF 5A 3 3D 34 83 A3 CB 3C 78 54 1F
A3 A7 CB 21 Al 75 95 1F 36 81 A2 D7 ED 81 A6 CB 43 7B 95 CB 41 7h 99 CB EF 3 0 7F 99 19 41 73 A8
CA 14 3C 80 56 CB 40 77 97 6 81 A2 CB 33 81 A9 1 32 95 1F ED 86 9C 10 ED 34 §7 1F 1 A 3B 73 56 CB 3D 73
F1 9B 10 ED 81 9A CB 41 7A 99 CB 3C 80 40 14 3B 77 § 32 7E A4 D4 FB IF 3E D ED 68 3D 10 44 7) 12 ED 86 C 10 ED
— 18 89 99 0D 3D 73 9B 10 ED 89 AB 22 FB 75 46 24 3D 8 1k 39 40 A3 1D 34 40 41 BS DA iC 7E 20 3 54 DD FD 43 64 B8
3F D7 66 9C 10 ED 55 A6 24 3D 66 A3 1A 35 32 A8 10 2 41 BS 0E 7E 9D OE 3




5. cipher text only attack will be performed.
only\Byte Addition”.

& CrypTool 1430 - of <ADD

txt>, key <1234 AB CD>>

Choose from menu “Analysis\Symmetric\Ciphertext-

File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv

D|=(e Q& B Ll 2N

Procedures _Analysis

Options  Window _Help

eI ey =]
CrypTool (Starting example for the CrypTool version family 1.x)
CypTo G+ ADD encryption of , key <1234 AB CD> [el@]= I
offering [ 0] G Autocorrelation of <ADD encryption of <startingexample-en.txt>, key <1234 AB CD>> o |[@][=]
This is
1) As 4 ion of <ADD ion of 11>, key <12 34 AB CD>>
Starting |0 Number of characters that match
Press .
) Ap g Byte-by-byte Addition Analysis =5
110 B
3) Ther|
100 Deiived key lenglh: 4 i
4) You
- Navigy 90 Expected most common character (hex): |20 B
- Readj
- Viewi |§ 80 4
70 B
uly 20)
The Cry 60 1
50 R
] B
o 30 R
0|
20 g
10 g
0 i
= Ik 20 a0 60 80 160 180
Offset

We are told that key length is calculated to be 4. The commonest character is E with hexadecimal value
of 45. If we look at the plaintext, the most frequently character is e with hexadecimal value of 65. We
enter into the Expected most common character field in the Byte-by-byte Addition Analysis box 20 (=65-

45).

6. Click “Continue”, CrypTool has been able to find the key. The only information was needed to do this
was the fact that the character which occurred most frequently in the plaintext was the lower case

letter e.

-
Byte-by-byte Addition Analysis

S)

Derived key:

12 34 AB CD

Decrypt

Cancel [

7. Click the “Decrypt” button shows the plaintext.



Q& CrypTool 1.4.30 - Automatic Addition Analysis of <ADD encryption of <startingexample-en.txt>, key <12 34 AB CD>>, key: <1234 ABCD>

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
De|e|ES] &[0E & 2N

S startingexample-en.bt

Cryp]

- Automatic Addition Analysis of <ADD encryption of <startingexample-en.tit>, key <1234 AB CD>>, key: <1234 AB CD>

Coe] [ErypToot (Starting exampe for the CrypToolvesion famiy 1.x)
offe

oo

CrypTool is a comprehensive free educational program about cryptography and cryptanalysis
IThis { loffering extensive online help and many visualizations.

‘S) A |This is a text file, created in order to help you to make your first steps with CrypTool
tarti
Presy |1) As a first step it is recommended you read the included online help, this will provide a useful oversight of all available functions within this application. The starting page of the online help can be accessed via the menu "Help> 3
Starting Page” at the top right of the screen or using the search keyword "Starting page” within the index of the online help.

2) A | |Press F1 to start the online help everywhere in CrypTool

3) Th{ §2) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu "Crypt/Decrypt -> Symmetric (Classic)".

4>NY 3) There are several examples (tutorials) provided within the online help which provide an easy way to gain an understanding of cryptology. These examples can be found via the menu "Help -> Scenarios (Tutorials)"
- Nav]
- Req |4) You can also develop your knowledge by:
- Viey |. Navigating through the menus. You can press F1 at any selected menu item to get further information.
- Viey |- Reading the included Readme file (see the menu "Help -> Readme”)
- Viewing the included colorful presentation (This presentation can be found on several ways: e.g. in the "Help” menu of this application, or via the "Documentation” section found at the "Starting" page of the online help).
#y - Viewing the webpage www.cryptool.org.
e
July 2010
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Alice

8. If the text is compressed prior to encryption then we will not be able to draw any conclusions from
the frequency distribution of the characters in the text about the frequency distribution of the
compressed text, since the compression process not only reduces size of a file but alters the frequencies
of the individual characters so that they no longer reflect the frequencies of the characters in the
original text. To compress the document, we make startingexample-en.txt active again. And select
“Indiv. Procedure\Tools\Compress\Zip”, the rate of compression is displayed.

~

-
CrypTool

9. Click “OK”, the compressed document is shown.

Q& CrypTool 1.430 - ZIP compression of <startingexample-en.txt>

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
D| (el |E| 5] &|B(@ £ 28
$t startingexam

CrypTool (Starl

G} ZIP compression of <startingexample-en.txt> [oe ==

00000000 [3 54 54 75 55 41 6E DB 30 10 BC 1B FO 1F 16 3A C5 40 EA 36 69 4F 39 14 CTZulldn. 0 @.6i09... .E.E...z\Kk

00000027 45 0A 24 65 7D 67 BL 12 87 64 5C 4D F2 Ch 6D 67 85  E.S$eE}}g)K...f ! N e

CrypTool is aq |0D00D04E  Fé 3E 50 64 84 1E E6 92 83 84 68 BC A3 3D B7 C6 8E 74 B3 7D DD AC 57 EB DS F2 BB 89 C4 54 FA B6 0B D2 88 8B E6 00 8C >Bj hoo=o ot )W T

offering extens| | 00000075 20 42 52 FS 25 27 DC 64 4B 5D FO 75 E0 96 78 E7 FB 44 25 AE 26 3D E8 94 91 D8 55 D3 01 A3 70 8C 26 AE 57 7E BF 97 30 BR.%' .dK].u..x. .D%.&=.. ..U . .p.& U
i 71 4 47 44 EF AC 71 42 8D D8 2E DF 68 D3 8D 74 30 Bl 67 6B FE E4 2E 71 AB AC 9E 1B DO C9 8C 12 2E D3 DE 58 B9 06 BC  qJGD..gB....h..t0.gk

This is atext f| | 000000C3 70 92 8A 8C 23 IF 2A C1 7C 7E 42 14 7D AF 9F B 7E 11 FD 1C 50 1F 62 A2 98 A4 8B 34 98 D4 2C 2A 64 FO 9B 0D DD 2B F4 p...#.% [*B.}. [V.0.P.b....4.. xd
000000EA 5B 60 D [ CLUNGE MU zz L

1..tl+... . f.0uleo
%>

g

0 6F BS 91 DF 3 BC D o.g

1) As afirst sty | 00000138 6B 51 14 ES5 71 2A SF C9 BE 76 68 59 96 12 23 48 1D 0C E7 1A FO EF A9 F8 Ah 25 EF 3E D3 E2 8B 1F 80 29 88 53 AE 49 BE  kO..ax__ .vh¥

Starting Page”| | 0000015F A3 30 D3 D3 83 08 6D 45 65 C5 00 54 3D CF 84 43 D3 DO 8B 8C 03 E4 A6 E2 E9 94 51 F1 Cé SE ES A9 E4 FS IF 1C AL F6 8F 0. nEe

Press F1 to st| | 00000186 00 76 F4 ES 46 F7 93 47 BA 98 43 20 DS 38 34 12 14 E7 7C 51 B7 58 14 75 3E 46 A3 C2 39 75 42 DE D6 EQ 7B SB E9 FO 00 .v_ .F..G..C 84. |0 X wF. 9uB . {[
000001AD 15 97 SD 97 D7 89 A2 BC ED EC 7B 96 C8 01 DA D? 3E E0 AC 55 55 Al F3 51 BS CA A3 FD B3 62 DA 39 BD 7F 94 09 4E AS 1B ] { > 00,0 b9 N

000001D4 E1 85 14 4C 49 57 OF 96 41 A2 DC 14 99 Dé C7 8D 6E 08 7C 39 A8 4A EO &F 68 1C 73 17 E9 24 F5 03 2D D9 C6 CD EC 8B EA BALIIFY n |90 This ==

2) A possible r| | 000001FB 54 AC D3 D3 87 Cé 40 E1 C5 3D 8E 84 E3 48 03 8F 34 59 CD B8 81 B3 1E EA C2 A8 88 8B 8A OF 95 A7 DC §9 SF 8F D3 24 51 T @ .= H..:Y

3) There are s 00000249 C1 4A 05 33 EE Cé 3B SA AF DE D1 77 3E 98 9A D3 E4 97 E0 FB BA 59 DA C5 ED 82 D4 CD OE 80 F7 34 ED 51 AC 94 14 E3 4C
00000270 CB 24 63 F3 BO 82 94 F7 01 F7 03 6C 80 C7 AB 9D B2 A0 7D 7E 22 86 B3 29 97 24 EA 61 2B D3 D2 AF 22 DE A9 CB 49 A7 92
00000297 62 93 41 7E 19 19 2E 40 4A A8 18 34 AF 4A 52 SC CA 3D Al 8B 3A ES EC E8 4C 57 7C 9F B7 8E 55 CS 3B 92 6D BD A5 E3 74
4) You can als| | 000002BE 73 F7 62 62 92 13 71 1E EE 6B CD D8 BC 98 E2 D1 97 7D 3B 37 29 80 94 SF 86 63 9B 63 56 97 DC 15 FF 7B 0A 2E 07 1C 64
- Navigating th{ | 000002ES 97 6B 87 61 D8 4E 6E 41 42 7C A8 F3 96 BF F5 78 FE 6F 3F DC 7C D0 67 F6 E4 OF 22 09 B? EB DS 3D 98 Ci SF
- Reading the i
- Viewing the i
- Viewing the
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10. Click “Analysis\Tools for Analysis\Histogram” to see its histogram. The compression produces a
quite different histogram profile from the one previously obtained for the uncompressed document.
The characters are much more evenly distributed than in the unencrypted document.



¥ Binary Histogram of <ZIP compression of <startingexample-en.tit>> (776 characters)

Binary Hi of <zIP ion of
Frequency (%)

xt>> (776

Value

11. Make the compressed document the active window once again and the encrypt it using the same

key 12 34 AB CD.

'

Key Entry: byte by byte addition (ADD)

|5

Enter the key using hex characters [0..9, A..F).

Key lenath at maximum 2048 hex characters (= 1024 bytes).

[123448 CD

Encrypt Decrypt

Cancel

12. Click “Encrypt”.

Q& CrypTool 1430 - ADD encryption of <ZIP compression of <startingexample-en.txt>>, key <12 34 AB CD> P ——————

- —
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
D| e (W] & [Ba(@| | 282
3

= il . - -

| 7} ADD encryption of <ZIP of . key <1234 AB CD>

| [00000000 S 88 05 42 67 75 19 A8 42 44 67 ES 02 53 C1 07 D7 74 95 03 7B 83 E4 EL 1a 46 BF 12 21 79 7C DL 17 AE 07 18 7D ED B3  U._Bgu. .EDg..S...t..{
00000027 12 1C 58 10 12 8F Bi 12 F6 SD ES 8C C3 78 07 76 Aé EB OD C4 C7 33 CO 88 80 09 CA 53 6B 24 BB OF 29 SF 26 75 34 79 B9 =
0000004E AL 0B 62 SE 2F EB F8 Cé 2E 51 74 FO 4E 0A C3 FA 39 41 C5 BL 88 73 63 1F 80 BF CD BD €F 21 OC EA B6 OF 94 BF 91 CD 9E . b./....0z.N...3A . yi
00000075 54 ED 1F 07 59 D2 43 76 7F 08 BD 87 14 41 45 F9 2F EF F2 CO S ES BS AC CS 83 22 ES 35 4E 3D 9E SA 59 24 30 F3 42 FD T ol AE/Z
0000005C 83 7E F2 11 01 ED 1C OF 9F OC D9 AC 7A OD 38 41 42 ES 12 38 10 18 D3 3E ED EO 43 ES E2 FD 37 DF 40 07 83 25 CB 34 €7 .~ 805
000000C3 3D 44 BE 37 F0O 31 SE 6C 49 90 76 CS5 4A C1 D3 06 4B 23 31 C7 1D 31 96 4D 65 B6 BF DF 65 E6 60 D5 31 02 CF B8 AA 3D 28 =..7.1%°11.v.J K#1. .1 Me e s
000000EA 06 E2 AB D8 88 4F 72 32 01 29 97 SA 35 S6 90 89 C1 9E CA 06 A1 47 8C Fé AA E7 D1 4C 30 84 6B CB 2E 76 16 CC 28 61 8F 0r2.).Z5V G L0.k..v..(a
00000111 A3 74 34 C7 1F DI SE FL 47 4E 4F 21 A0 D7 BC 86 €5 68 F8 05 D4 44 E6 78 FD DB A9 87 0A F7 07 61 1D C4 FA FS FO 7B 5B _td. ., .GNO!... .ch
00000138 7D 85 BF B2 83 SE 0A 95 A0 Ah 13 26 A8 46 CE 75 2F 40 92 E7 02 23 §4 CS BC 59 9h 0B ES 16 36 EC 92 SD 33 20 CO 7D 69 }....°.....& F.w@.  #T..¥. . 6 13 }i
000001SF 70 42 07 7E S0 1a AL FO 32 D7 34 0 6 EL BS EE A6 E2 BF 37 DO Fé DA D B6 A6 85 9C 93 70 13 54 BL 07 §3 C7 6E 08 C3  pB.“P.. 2.4.3 Son
00000186 AB 43 06 19 F1 C4 AS 7B 65 65 S5 54 80 05 46 46 BF B4 SE 85 62 25 26 A9 E3 13 BS F6 E4 42 54 12 61 AD 8D F 94 BD 12 .C.... . {=seUT. .FF... Lk
000001AD 43 42 24 A9 OB 34 6F CE 21 97 48 A8 FC AC A7 ES 72 8B 73 67 89 4C CO 63 E3 75 70 OF ED OD A7 4B FL 2A €1 1B 82 50 E8  IBx. . do. | ys.l.cup . K% P
000001D4 F3 B BF 19 SB 8B Bh 63 53 Do 87 E1 AB O 72 SA 80 3C 27 06 BA 7E 8B SC 7 50 1E E4 FB SE A0 D6 3F 0D 71 94 FE BF 95 5.l l3Z.<". N \aP 2.q
000001FB 21 BE 07 84 S4 D8 74 8C 92 4F C2 2F BO 5k 37 3A 07 6B 01 63 4E C5 52 35 8F BA BC 36 §7 21 C3 52 A9 €B 93 3A 6 3C 85 | . T.t. 0./ Z7: k.oH.R .. 60l Rk <
00000222 83 67 31 FB 86 48 6E 2E 4h FO SC AS C7 53 19 07 52 52 FB 68 83 74 1F 31 31 BA 27 38 32 6B 3C 00 11 4A 45 93 95 92 0B .gi_.Hn J.\. ¥.. R h.t.1i '82k<. JT
00000245 FS F5 D2 45 22 71 08 6C E3 89 SE 83 72 43 67 ES 18 42 D OD EE 04 A7 D7 21 2D AL DF 42 2B Cd 46 21 FC 73 A6 4E 8E 19 E'g.i....xCa. B - B+ FiLy W
00000270 DD 58 14 CO C2 Bé 3F Cd4 13 2B AE 33 92 FB 56 €A C4 D4 28 4B 34 BA SE Fé A3 58 95 2E 3D 07 7D 7C 34 12 54 98 SE DB 3D (I DNt TIPS
00000297 2F A5 75 29 E6 2B 62 EB 17 BA 4C DF 7C SC 86 07 97 4F D5 36 07 F7 20 93 19 69 B0 44 84 A0 89 70 08 A4 Al 68 72 FS AE 7.u).+b LN 0.6 i.J P hr
000002BE 1E C4 74 96 3D E0 83 52 99 38 DF 0OC 67 65 F4 05 42 4A 4D 6B D4 4D AC 93 31 30 AD 97 01 64 EE 49 AA 48 1C 62 B2 E9 76 = .R.8B e. BIMk .M. .10 d.I.Hb..v
000002ES CB 16 54 73 OC F3 3B 53 D6 27 75 05 Ch 6 C2 8A 32 1A OC EE BO 7B 34 08 18 BA EF 1B EB 96 A2 4F CC 75 2C Ts S w324 olu.

13. We invoke the analysis again by choosing from
Addition”.

menu

“Analysis\Symmetric\Ciphertext-only\Byte



o on of yption of <ZIP ion of i , key <1234 AB CD>> [ol ===

ion of CADD tion of <ZIP ion of i .5xt>>, key <12 34 AB CD>>

Number of characters that match

s | 4

5 = N @ oA o e o~ ®
T
1

CrypTool returns an incorrect key length of 12.

4 N
Byte-by-byte Addition Analysis e

Derived key length: |1 2

Expected most common character (hex): |UU

Cancel [

A

Given this key length, it is not possible to find the correct key either.

14. We will check whether it is possible to arrive at a readable version of the text document from the
compressed and then encrypted document. We will provide the key and then unzip.

We will make the compressed and encrypted document the active window again. Choose from menu
“Encrypt/Decrypt\Symmetric\Byte Addition”.

g 5
Key Entry: byte by byte addition (ADD) 23|

Enter the key using hex characters (0.9, &..F).
Key length at maximum 2048 hex characters (= 1024 bytes).

1234 4B CD d

Encrypt Decrypt Cancel [

15. Enter 12 34 AB CD as the key and click Decrypt.

A




1 ADD decryption of yption of <ZP on of <starti x>, key <1234 AB CD>>, key <1234 AB CD> =

00000000 43 54 54 75 55 41 6E DB 30 10 BC 1B FO 1F 16 34 C5 40 EA 36 63 4F 39 14 08 12 14 45 OF 45 D1 04 05 74 5C 4B €B 89 08  CTZullin.0 @.6i09... E.E.. .z K
00000027 45 0A 24 65 45 7D 7D 67 29 4B Bl E1 F6 66 D3 CB DI D9 D9 19 Fi 21 8C DD B3 F7 96 AE 9E 12 87 64 5C 4D F2 Ci €D 67 85  E.SeE}rg)K...f ! N1
0000004E  F6 3E 50 64 84 1E E6 92 83 84 68 BC A3 3D B?7 C6 8E 74 B3 7D DD AC §7 EB BB 89 C4 S4 FA B6 0B D2 88 8B E6 00 8C T
00000075 20 42 52 FS 25 27 DC 64 4B SD FO 75 EQ 96 78 E7 FB 44 25 AE 26 3D E8 94 91 D8 S5 D3 01 A3 70 8C 26 AE 57 7E BF 97 30  BR.%' dK].u..x..D%.&=....U. . .p & W~
0000009C 71 4& 47 44 EF AC 71 42 8D D8 2E DF 68 D3 8D 74 30 Bl 67 6B FE E4 2E 71 AB AC 9E 1B DO C9 8C 12 2E D3 DE 58 B9 06 BC qJGD..gB....h..t0.gk...q b4
000000C3 70 92 84 8C 23 IF 2A C1 7C 7E 42 1A 7D AF 9F 5B 7E 11 FD 1C 50 IF 62 A2 98 A4 8B 34 98 D4 2C 24 64 FO 9B 0D DD 2B F4 p *.|™B.}. [ .P.bl.. .4 % ..
000000EA 5B 15 99 A4 DD 82 60 FE 56 SC 85 26 8A 89 7E 55 16 D1 B8 D2 F6 7A 74 C2 BF 18 85 B7 59 97 83 A9 04 98 7D 94 7D & .~ 2z Voo
00000111 C3 67 BS EB 26 91 DF 13 A3 82 OF 6C 2C EF 74 31 F3 A0 99 19 66 DC 75 D6 4C 34 6F E9 19 2D E3 BC DO SE 1..tl+... f£0ulo -
00000138 51 14 ES 71 2A SF C9 8E 76 68 59 96 12 23 A8 1D 14 FO EF A9 F8 EF 3E D3 E2 8B 1F 80 29 88 53 AE 49 BE  kQ..gx_..vhY. .# %> ).8
0000015F 43 30 D3 D3 83 08 6D 45 65 CS5 00 SA 9D CF 84 43 D9 DO 8B 8C 03 E4 A6 E2 E9 94 51 F1 C6 SE E5 A9 E4 F5 IF 1C Al F6 8F 0. mEe..Z...C.. S0 .
00000186 00 76 F4 ES 46 F7 93 47 BA 98 43 20 D5 38 34 12 14 E7 7C 51 B7 58 14 75 3E 46 A3 C2 39 75 42 DE D6 E0 7B SB E9 FO 00  .v..F..G..C .B4...[Q. X.wF.. 9uB...{[
000001AD 15 97 5D 97 D7 89 A2 EC 7B 96 C8 01 DA D7 3E E0 AC 55 55 41 F3 51 BS CA A3 FD B9 62 DA 39 BD 7F 94 09 4E A5 1B ] >..U0..Q b.9

000001D4 E1 85 14 4C 49 57 OF 96 41 A2 DC 14 99 D6 C7 8D 6E 08 7C 39 A8 4A E0 8F 68 1C 73 17 E9 24 F5 03 2D D3 C6 CD EC 8B EA LIV A n. |93 ‘hs x -
000001FB 54 4C D3 D9 87 Cé 40 E1 C5 3D 8E 84 E3 48 03 8F 34 59 CD B8 81 B3 1E EA C2 AS 88 8B 8A OF 95 47 DC 53 SF 8F D9 24 51 T @ .= H .:Y

00000222 DE 94 1F C7 DB 7B 5C FA 9F 23 4A 71 1C 8C 07 D3 E7 85 E9 34 D8 A7 0D FD 86 ED 15 04 87 9E 24 CC 66 7D 37 65 EA CS F9
00000249 C1 44 05 33 EE C6 3B SA AF DE D1 77 3E 98 94 D3 E4 97 EO FB BA 59 DA CS ED 82 D4 CD OE 80 F7 34 ED 51 AC 94 14 E3 4C
00000270 CB 24 69 F3 BO 82 94 F7 01 F7 03 6C 80 C7 AB 9D B2 A0 7D 7E 22 86 B3 29 97 24 EA 61 2B D3 D2 AF 22 DE 49 CB 49 A7 92
00000297 62 93 41 7E 19 19 2E 40 4A A8 18 34 AF 4A 52 5C Ca 3D Al 8B 3A ES EC E8 4C 57 7C 9F B7 8E 55 C5 3B 92 6D BD AS E3 74
000002BE 73 F7 62 62 92 13 71 1E EE 6B CD D8 BC 98 E2 D1 97 7D 3B 37 23 80 9A SF 86 63 9B 63 56 97 DC 15 FF 7B 0& 2E 07 IC 64
000002ES 97 6B 87 61 D8 4E 6E 41 A2 7C A8 F3 96 BF F5 78 FE 6F 3F DC 7C D0 67 F6 E4 OF 22 09 B7 EB D5 3D 98 CA SF

16. Choose from menu “Indiv. Procedure\Tools\Compress\UnZip”, and the original text is displayed.

0
ng

N

Q& CrypTool 1430 - Z1P ion of <ADD decryption of <ADD encryption of <ZIP ion of <starti xt>>, key <1234 AB CD>>, key <1234 ABC

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

MEAEE SRR
Srzp ion of ryption of pion of <ZIP ion of <starti , key <1234 AB CD>>, key <1234 AB CD>>
[CrypTool (Starting example for the CrypTool version family 1.x)

(CrypTool is a comprehensive free educational program about cryptography and cryptanalysis
offering extensive online help and many visualizations.

This is a text file, created in order to help you to make your first steps with CrypTool.
1) As a first step it is recommended you read the included online help, this will provide a useful oversight of all available functions within this application. The starting page of the online help can be accessed via the menu "Help >

Starting Page" at the top right of the screen or using the search keyword "Starting page within the index of the online help.
[Press F1 to start the online help everywhere in CrypTool

2) A possible next step would be to encrypt a file with the Caesar algorithm. This can be done via the menu “Crypt/Decrypt -> Symmetric (Classic)”
3) There are several examples (tutorials) provided within the online help which provide an easy way to gain an understanding of cryptology. These examples can be found via the menu "Help -> Scenarios (Tutorials)"

14) You can also develop your knowledge by

- Navigating through the menus. You can press F1 at any selected menu item to get further information

- Reading the included Readme fil (see the menu "Help > Readme").

- Viewing the included colorful presentation (This presentation can be found on several ways: e.g. in the "Help" menu of this application, or via the "Documentation” section found at the "Starting” page of the online help)
- Viewing the webpage www.cryptool.org

uly 2010
The CrypTool team
lice
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Task 3: Encryption using binary Exclusive-OR (XOR) (practice)
1. Open file CrypTool.bmp from “C:\Program Files (x86)\CrypTool\examples”.

Q& CrypTool 1430 - CrypToolbmp

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Qptions Window Help

D[s|ef @] & (%@ &= 2%

>0
o2

= e

ol

G4 CrypTool.bmp
00000000 42 4D D6 63 02 00 00 00 00 00 76 00 00 00 28 00 00 00 BD 02 00 00 C1 01 00 00 01 00 04 00 00 00 00 00 60 63 02 00  BM.i v i
C1| 00000026 C4 OE 00 00 C4 OE 00 00 00 DO 00 00 00 00 00 00 00 00 00 0O 00 00 50 DO 00 80 00 0O 00 80 80 00 80 00 00 00 80 00
off | 0000004C 80 00 80 80 00 0O 80 80 80 DO CO CO CD 00 00 00 FF 00 00 FF 00 00 00 FF FF 00 FF 00 00 00 FF 00 FF 00 FF FF 00 00
072 FF EF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
i 098 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00
0BE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
OE4 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 00 0O 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00
1) 10A 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
130 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00
P 156 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00
17C 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
142 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2)| |000001C8 00 00 0O 00 00 00 00 00 0O 00 00 00 00 00 87 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 17 P
000001EE 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77
3) 00214 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77
34 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77
R 60 77 77 77 77 77 77 77 77 72 72 77 77 77 72 77 77 77 72 77 77 77 77 72 77 77 77 77 77 72 77 77 72 77 77 77 77 77 77
) 86 77 77 77 77 7777 77 77 72 72 27 77 7772 72 77 77 72 77 27 77 77 72 77 77 77 77 77 72 77 77 72 77 77 77 77 77 77
- AC 77 777777777277 72 77 77 72 77 77 77 77 72 22 77 77 72 72 77 77 72 77 77 77 77 72 77 772 77 77 72 72 77 77 77
D2 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 72 77 77 72 77 77 77 77 77 77 77 77 77 77 77 77 77 72 77 77 77 77
F§ 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77
1E 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 00 00 SF 88 88 88 80 8B 88 88 88 68 88 88 88 88  wvwwWWWVWWVVVWWWUWWY
44 88 88 B8 88 B8 88 93 08 B8 88 83 98 88 89 89 83 B8 B8 88 88 08 88 88 88 83 98 83 89 89 8 83 88 89 88 08 88 88 88
6A 88 88 88 88 88 88 95 08 B8 38 88 8 83 89 89 88 B8 B8 89 88 98 88 B8 88 93 88 88 89 88 8 83 83 88 88 88 88 88 88
Uy [00000390 88 88 B8 88 83 88 88 83 89 88 88 83 88 58 8 B8 B8 88 93 8 83 89 88 B 83 B3 89 88 88 B8 88 88 95 88 BI 88 88 88
| |000003B6 88 88 B8 83 83 88 88 83 89 88 88 83 88 88 8 B8 B8 88 93 08 83 89 88 8 83 B9 59 88 88 B 88 88 95 88 BI 88 88 88
3DC 88 88 38 83 88 83 89 88 98 83 88 83 93 08 88 89 88 93 83 83 99 63 88 88 89 83 93 08 88 38 83 88 88 89 88 98 83 88
02 83 88 88 88 89 88 98 88 88 38 93 88 83 89 88 93 83 88 89 88 8 88 89 28 93 88 83 39 88 98 83 83 83 98 88 88 89 88
28 88 88 88 88 89 88 98 88 88 38 83 88 83 89 88 98 83 88 89 88 98 88 89 88 93 88 83 29 88 98 83 89 83 98 88 88 89 88
AE 88 88 88 88 88 88 98 88 88 38 83 88 83 89 89 98 83 88 89 88 88 88 89 88 98 88 83 89 88 98 83 83 83 98 88 88 88 88
74 88 88 88 88 89 88 88 88 88 38 83 88 83 89 89 98 83 88 89 88 88 88 88 88 88 88 88 88 88 88 83 87 00 00 OF 88 88 88
9A 89 68 88 88 89 88 98 08 B8 88 83 98 83 89 89 88 83 88 89 88 08 88 88 88 98 88 83 89 89 98 83 88 88 88 88 88 88 88
CO 88 88 80 88 83 83 89 68 88 88 88 88 98 08 88 88 80 83 88 89 89 68 83 88 89 88 68 08 88 88 88 98 83 89 88 68 88 88
E6 88 89 80 88 88 83 88 68 83 88 88 88 88 08 88 89 80 83 83 89 89 68 83 88 88 88 85 08 88 88 88 98 83 89 89 68 88 88
0C 88 88 88 88 88 88 98 08 B8 88 88 98 83 89 89 68 B8 88 89 88 98 88 B8 88 93 8 83 89 89 8 83 88 89 88 08 88 88 88
00000532 88 89 88 88 83 83 88 88 B3 B8 88 88 95 88 BI 38 83 8 83 89 88 88 88 B8 88 88 95 88 B8 88 93 88 83 89 88 88 88 88
00000558 88 89 88 88 83 83 88 88 B8 B8 88 88 95 88 BI 39 83 8 83 89 89 88 83 B8 88 88 95 88 BI 38 93 88 83 89 88 88 88 88
0000057E 88 83 88 88 83 83 88 88 B8 B8 88 88 95 88 BI 29 83 8 83 89 89 88 83 BG 88 88 98 88 BS 28 93 88 83 83 88 88 88 88
A4 88 89 80 83 88 83 83 68 88 88 89 83 93 08 88 39 83 83 83 83 88 98 88 88 89 88 98 88 89 38 93 88 83 89 88 88 83 88
CA 88 89 80 83 83 83 83 68 88 88 89 83 93 098 88 28 88 88 83 83 88 98 88 88 89 88 98 88 88 28 83 88 83 89 88 88 83 88
FO 88 88 88 87 00 00 8F 88 88 88 88 88 88 98 88 38 88 88 83 83 88 98 88 88 89 88 98 88 88 28 83 88 83 89 88 88 83 88
16 88 88 88 88 88 88 98 88 88 38 83 88 83 89 89 98 83 88 89 88 88 88 89 88 98 88 83 89 88 98 83 83 88 98 88 88 88 88
L 3C 88 68 88 88 89 88 88 88 88 38 83 88 83 89 89 98 83 88 89 88 88 88 88 88 98 88 83 49 89 98 83 89 88 88 88 88 88 88
Z5 an aa an A An Aa Aa A3 A AR QA AR AR A AA AR AR A AA QA AR AR A AR AR AR AR A QA AR AR A AA AA AR AA AA Aa

2. Look at

Histogram”

the frequency distribution of the characters by clicking “Analysis\Tools for Analysis \

7Y Binary Histogram of <CrypTool.bmp> (158166 characters)

Lo o)

Frequency (%)

Binary Histogram of <CrypTool.bmp> (158166 characters)

L ‘HIHIHIHIH‘HHIHIIHHIHIHIHHIHIHH B o IHIH’HHI T

200 225 250

0 25 50 75 100 125 150 175

Value

You can see from the histogram that the character which occurs most frequently has the value 255. In
hexadecimal notation this corresponds to FF. This information will be used later on during our attack.

3. Click on the window of “CrypTool.bmp”. And click “Encrypt\Decrypt/Symmetric/XOR” from menu.

11




-
Key Entry: byte by byte XOR

Enter the key using hex characters (0..9, A..F).
Key lenath at maximum 2048 hex characters (= 1024 bytes).

12345678

d

Encrypt Decrypt Cancel

4. Enter 12 34 56 78 as the key.

5. Click “Encrypt”

' XOR encryption of <CrypTool.bmp>, key <1234 56 78>
00 79 80 11 10 34 56 78 420 78 12 34 7E 78 12 34 EB 74 12 34 97 79 12 34 57 78 456 78 12 34 110 34 Py, 4Vs d x de 4.z 4.y 4Vs 4Vx. 46, 4~
26 76 12 34 92 76 12 34 3 12 34 56 78 12 34 56 78 12 34 56 78 4 56 F8 12 34 9 92 34 D6 78 4 D6 78 .v.4.v.4Vx 4V 4Vx 4Vx 4V, 4V, dx.d.x
ic 34 Db F8 12 34 Db F8 4 96 B8 D2 34 56 78 ED 34 56 87 12 34 7 ED 34 43 78 4 A9 78 ED 34 71234 4. 4. 4. 4Vx 4V, 4V dix.d.x. 4.4
72 87 ED 34 56 78 12 34 3 12 34 56 78 12 34 56 78 12 34 56 78 456 78 12 34 9 12 34 56 78 4 56 78 AV 4V dVx. 4V 4V, 4Vx. 4V 4Vx. 4Vx
98 34 56 78 12 34 56 78 4 56 78 12 34 56 78 12 34 56 78 12 34 8 12 34 56 78 456 78 12 34 8 12 34 . 4Vx 4V 4Vx. 4Vx 4Vx. 4Vx 4V 4Vx. 4V 4
EE 78 12 34 56 78 12 34 5 12 34 56 78 12 34 56 78 12 34 56 78 456 78 12 34 5 12 34 56 78 456 78 Vx.4Vx. dVx. 4Vx 4V Vx4V dVx. 4Vx 4Vx
Ed 34 56 78 12 34 56 78 4 56 78 12 34 56 78 12 34 56 78 12 34 8 12 34 56 78 12 34 56 78 12 34 56 78 12 34 4V dVx 4V 4Vx 4Vx 4V dVx 4V 4Vx. 4
10A 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78  Vx_4Vx 4Vx. 4Vx 4Vx 4Vx dVx 4V 4Vx_ 4Ux
00000130 12 34 56 78 12 34 56 78 12 34 S6 78 12 34 S6 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4
00000156 S6 78 12 34 56 78 12 34 S6 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 S6 78 12 34 56 78 12 34 56 78 Vx. 4Vx. 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx 4Vx
7c 3 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 56 78 12 34 _4Vx 4Vx 4V 4Vx 4Vx 4Vx 4Vx 4V 4Vx 4
A2 78 12 34 56 78 12 34 56 78 12 34 56 78 4 56 78 12 34 56 78 12 34 56 78 456 78 12 34 56 78 456 78 Vi 4V 4Vx 4V 4Vx. 4Vx 4V 4Vx 4Vx 4V
c8 456 78 12 34 56 78 4 56 78 4 F 65 43 21 OF 3 F 65 43 F 3 21 OF 3 F 65 43 . 4Vx. 4Vx 4V=. 4. .eCl.eCi.eCi.eCi.eCi.eC
EE F 65 43 21 OF 3 F 65 43 F 3 21 OF 65 43 F 3 21 OF 3 F 65 43 F 321 0F 1.eCi.eCi.eCi.eCl eCl eCl eCl eCl eCl
14 3 21 OF 65 43 F 321 OF 3 F 65 43 21 OF 3 F 65 43 F 3 21 OF 3 F 65 43 eCl.eCl.eCl eCl eCl. eCl e 1eCl.eC
34 F 65 43 21 OF 3 F 65 43 F 3 21 OF 65 43 F 3 21 OF 3 F 65 43 F 321 OF |.sCl.eCl.eCl 1eCl.eCl eCl eCl
60 3 21 OF 65 43 F 3 21 OF 3 F 65 43 21 OF 3 F 65 43 F 3 21 OF 3 F 65 43 eCl.eCl.eCl.eCl eCl.eCl.eCl . eCl.eCl.eC
86 F 65 43 21 OF 3 F 65 43 21 OF 3 21 OF 65 43 F 3 21 OF 3 F 65 43 21 OF 321 O0F 1.eCl eCl eCl.eCl eCl eCl eCl eCl eCl
AC 321 OF 65 43 21 OF 3 21 OF 65 43 F 65 43 21 OF 3 21 OF 65 43 21 OF 65 43 21 OF 65 43 F 65 43 eCl.eC!.=C!.eCl.eCl eCl.eCl.eCl. eC!.oC
000002D2 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF I.eCl ! I.eCl . eCl eCl.eCl.eCl eCl
000002F8 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 eC!. eCl . eCl. eC! eC!. eCl eCl. eCl. eC!. eC
0000031E 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 65 43 21 OF 12 34 D9 FO 94 BC DE FO 94 BC DE F0 94 BC DE FO |.eCl . eC! eCl eCl. eCl. 4
14 0 94 BC 0 C DE FO C 0 94 BC DE FO 0 94 BC 0 C DE FO C 0 94 BC
64 0 C DE FO C 0 94 BC 0 C DE FO 94 EC 0 C DE FO 94 BC 0 94 BC 0 C DE FO
90 5 0 94 BC 0 C DE FO C 0 94 BC DE FO 9 BC 0 94 BC 0 C DE FO C 0 94 BC
Bo 0 C DE FO C 0 94 BC 0 C DE FO 94 EC 0 C DE FO 94 EC 0 94 BC 0 C DE F0
DC BC 0 94 BC 0 C DE FO C 0 94 BC DE FO 94 BC 0 94 BC 0 C DE FO C 0 94 BC
0z 0 C DE FO C 0 94 BC ] C DE FO 94 EC 0 C DE FO 94 EC 0 94 BC ] C DE F0
28 BC 0 94 BC 0 C DE F0 C 0 94 BC DE FO 94 BC 0 94 BC 0 C DE F0 C 0 94 EC
iE 0 C DE FO C 0 94 EC ] C DE FO 94 EC 0 C DE FO 94 EC 0 94 EC ] C DE FO
474 0 94 BC ] C DE FO C 0 94 EC DE FO 0 34 BC ] C DE FF 12 34 0 94 EC i
00000434 DE FO 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE FO 94 BC DE F0 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE FO
000004C0 94 BC DE FO 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE F0O 94 BC DE FO 94 BC
000004E6 DE FO 94 BC DE FO 94 BC DE FO 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE FO 94 BC DE FO 94 BC DE F0 94 BC DE FO
0c 0 94 BC 0 C DE FO C 0 94 BC DE FO 0 94 BC 0 C DE FO C 0 94 BC
32 0 C DE FO C 0 94 BC 0 C DE FO 94 EC 0 C DE FO 94 BC 0 94 BC 0 C DE FO
58 5 0 94 BC 0 C DE FO C 0 94 BC DE FO 9 BC 0 94 BC 0 C DE FO C 0 94 BC
7E 0 C DE FO C 0 94 BC 0 C DE FO 94 EC 0 C DE FO 94 EC 0 94 BC 0 C DE F0
Ad BC 0 94 BC 0 C DE F0 C 0 94 BC DE FO 94 BC 0 94 BC 0 C DE FO C 0 94 EC
Ca 0 C DE FQ C 0 94 EC ] C DE FO 94 EC 0 C DE FO 94 EC 0 94 BC ] C DE F0
FO BC F 12 34 ] C DE F0 C 0 94 BC DE FO 94 BC 0 94 BC 0 C DE FO C 0 94 EC 4
16 0 C DE FO C 0 94 EC ] C DE FO 94 EC 0 C DE FO 0 94 EC ] C DE FO
ac 0 94 EC ] C DE FO C 0 94 EC DE FO 0 34 BC 0 C DE FO C 0 94 EC
ANNNNEES NE TR G B NE FA GA B DE A A Be NE FA QA Be N FA QA Br NE BA QA Br MR BA QA Br MR BA G B DR FA aA B NE R ~

6. We will perform the cipher-text only attack. Select “Analysis\Symmetric Encryption\Ciphertext-
Only\XOR”".

S Autocorrelation of <XOR encryption of <CrypTool.bmp>, key <12 34 56 78> XOR Analysis [s[@=]

Autocorrelation of <XOR encryption of <CrypTool.bmp>, key <12 34 56 785> Derived ey length | C—
Number of characters that match v . . . v . v ot [

120000 |- &I B

100000 [ 4

80000 [ B

60000 [ 4

0000 B

20000 | B

Juutupeuguuu I
[ 4

1 20 40 60 80 100 120 140 160 180
Offset
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The autocorrelation is calculated and displayed. We are told that the key length is calculated to be 4. As
we have seen in step 2, the most commonest character is FF. This we enter in the Expected most
common character field.

XOR Analysis g

Derived key length: |4

Expected most common character (hex): IFF

Continue Cancel

7. Click “Continue”.

-
XOR Analysis

Derived key:

12 34 56 78 -
4
H
8. Click “Decrypt”
Q& CrypTool 1430 - Automatic XOR Analysis of <XOR encryption of <CrypToolbmp>, key <1234 56 785>, key: <1234'56 78> T
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help
MR ER)
G4 Automatic XOR Analysis of <XOR encryption of <CrypTool.bmp>, key <12 34 56 78> >, key: <12 34 56 78> r
00 42 4D D6 €9 02 00 00 00 00 00 76 00 00 00 28 00 00 00 BD 02 00 00 C1 01 00 00 01 00 04 00 00 00 00 00 60 €9 02 O BM.i......v
26 C4 OE 00 00 C4 OE 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 80 00 00 00 80 80 0O 80 0O 00 00 80 O .
4C 0 80 0 80 80 80 00 CO CO CO 00 00 00 FF Of FF 00 00 FF FF 00 FF 00 00 00 FF 00 FF 00 FF FF 00 0
72 F 00 0 00 00 00 00 0O O 0 00 00 00 00 O 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O O
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9. If we compress the document before encryption. By clicking “Indiv. Procedure\Tools\Compress\Zip”.

_
CrypTool [

':0) Rate of compression: 94 %

A

10. Select “Analysis\Tools for Analysis \ Histogram”, which produces a quite different histogram from
the one previously obtained for the uncompressed picture in bitmap format.

o
&
£

$3 Binary Histogram of <ZIP ion of <CrypTool.bmp>> (8015 characters)

Binary Histogram of <ZIP compression of <CrypTool.bmp>> (8015 characters)

Frequency (%)

T

0 25 50 75 100 125 150 175 200 225 250
Value

11. Encrypt the compressed document by selecting “Encrypt\Decrypt/Symmetric/XOR” from menu and
use 12 34 56 78 as the key.

12. We will perform the analysis. Select “Analysis\Symmetric Encryption\Ciphertext-Only\XOR".
CrypTool returns incorrect key length.
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