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1. Using a computer, go to 2fa.utk.edu/signup
2. Log in with your NetID (also known as your UTC ID) and password.

3. Select the option ‘I have a smartphone’ and check the box for ‘I am ready to use two-factor...’
Click ‘Sign Up’

MANAGE TWO-FACTOR OPTIONS

Sign Up for Two-Factor Authentication

Are you ready to sign up for two-factor authentication? To get started, complete the form below from your laptop or
desktop computer (not a mobile device or phone). During this process, you will need to have your smartphone available to
set up Duc Mobile on your phone. Don't have a smartphone? Select 'l do not have a smartphone" and you will be
redirected to the form to request a hardware token.

Detailed information and instructions for using two-factor authentication are available on the OIT website.
Please indicate your smartphone selection:

© | have a smartphone.

| do not hawve a smartphone.
Please check the following box to indicate your agreement to participate.

| am ready to use two-factor authentication for UT services.

4. Select ‘Start Setup’.
MANAGE TWO-FACTOR OPTIONS

Protect Your University of Tennessee Account
Twa-factor authentication enhances the security of your aceount by using a secondary device to verify your
idantity. This prevants anyona but you from accessing your account, even if they know your password,

This process will help you set up your account with this added layer of security.
What s this? [F

Meed halp? Start setup


http://2fa.utk.edu/signup

FA
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5. Select which type of device you are adding.

Manage Two-Factor Options

What type of device are you adding?

@® Mobile phone

Tablet (iPad, Nexus 7, etc.)

What is this? C7 Continue

Meed help?

6. Enter your phone number and check the box to confirm the number is correct.
Press continue.

Manage Two-Factor Options

Enter your phone number

United States j

s +1 | 865 v
Need help? ex: (201) 234-5678

You entered (865) M #8. |s this the correct number?

7. Select what type of phone you are using.

Manage Two-Factor Options

What type of phone is 865- ?

@ iPhone
Android

Windows Phone
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8. Install the “Duo Mobile” app on your mobile device if you have not already.

GETITON #_ Download on the

2 Available on
P> GooglePlay | @& App Store EB windows Store

9. Scan the onscreen code from the Duo app.
When the green check mark appears, click ‘Continue’

Manage Two-Factor Options

Activate Duo Mobile for iOS

1. Open Duo Mobile,
2, Tap the "+" button.

3. 5can this barcode.
" Take me to Duo Mobile inste;

o

10. IMPORTANT You must click ‘Continue to Login’ to complete the 2FA set-up process.

My Settings & Devices
3 ¢_|} 1 i0S 865 JUST ADDED Device Options
e

+ Add another device

What /
Need help? Default Device:  i0S 865-tma

When llogin: | Ask me to choose an authentication method

Continue to Login


https://www.microsoft.com/en-us/p/duo-mobile/9nblggh08m1g
https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en_US
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11. Select an authentication method.
-Click ‘Send Me a Push’ to receive an alert on your smartphone (Recommended)
-Click ‘Enter a Passcode’ to use the code displayed in the Duo Mobile App on your smartphone

Choose an authentication method

Duo Push recommenDeD Send Me a Push

Passcode Enter a Passcode

Remamber me for 7 days

Envoliment successfull This ks the Duo login prompt that you'll nomnally see when logging in. x

12. You have successfully enabled two-factor on your UTC ID (NetID) account and you are ready to use
two-factor.
Click 'Okay’

MANAGE TWO-FACTOR OPTIONS

You have successfully enable two-factor authentication for your
NetlD account.




