Chapter 3
Transport Laxer

A note on the use of these ppt slides:

We’ re making these slides freely available to all (faculty, students, readers).

They’ re in PowerPoint form so you see the animations; and can add, modify,

and delete slides (including this one) and slide content to suit your needs.

They obviously represent a /ot of work on our part. In return for use, we only

ask the following:

+ If you use these slides (e.g., in a class) that you mention their source
(after all, we’ d like people to use our book!)

< If you post any slides on a www site, that you note that they are adapted
from (or perhaps identical to) our slides, and note our copyright of this

material.
Thanks and enjoy! JFK/IKWR

©AII material copyright 1996-2012
J.F Kurose and K.W. Ross, All Rights Reserved

Computer Networking
A Top-Down Approach

KUROSE | ROSS

Computer
Networking:A Top
Down Approach
6t edition
Jim Kurose, Keith Ross

Addison-WVesley
March 2012

Transport Layer 3-1



Chapter 3: Transport Layer

our goals:
<+ understand + learn about Internet
principles behind transport layer protocols:
transport layer = UDP: connectionless
services: transport
" multiplexing, = TCP: connection-oriented
demultiplexing reliable transport
= reliable data transfer = TCP congestion control

" flow control
" congestion control
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Chapter 3 outline

3.1 transport-layer
services

3.2 multiplexing and
demultiplexing

3.3 connectionless
transport: UDP

3.4 principles of reliable
data transfer

3.5 connection-oriented
transport: TCP

" segment structure

= reliable data transfer

= flow control

" connection management

3.6 principles of congestion
control

3.7 TCP congestion control
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Transport services and protocols

data link oY%

L0

- provide logical communication
between app processes
running on different hosts

% transport protocols run in
end systems

" send side: breaks app
messages into segments,
passes to network layer

" rcv side: reassembles
segments into messages,

passes to app layer

< more than one transport
protocol available to apps

= Internet;: TCP and UDP

L)

transport
networ

data link
physical
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Transport vs. network Iaxer

+ network layer: logical

communication
between hosts

% transport layer:
logical
communication
between processes

" relies on, enhances,

network layer
services

- household analogy:

|2 kids in Ann’s house sending

letters to |2 kids in Bill ’s
house:

+ hosts = houses
<+ processes = kids
<+ app messages = letters in

envelopes

<« transport protocol = Ann

and Bill who demux to in-
house siblings

+ network-layer protocol =

postal service
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Internet transport-layer protocols

application
< DO
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\/
0’0

\/
0’0

reliable, in-order
delivery (TCP)

" congestion control
" flow control

" connection setup

unreliable, unordered
delivery: UDP

= no-frills extension of
“best-effort” IP

services not available:
= delay guarantees
" bandwidth guarantees
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Chapter 3 outline

3.1 transport-layer
services

3.2 multiplexing and
demultiplexing

3.3 connectionless
transport: UDP

3.4 principles of reliable
data transfer

3.5 connection-oriented
transport: TCP

" segment structure

= reliable data transfer

= flow control

" connection management

3.6 principles of congestion
control

3.7 TCP congestion control

Transport Layer 3-7



MuItiEIexing/demuItiEIexing

- multiplexing at sender:

handle data tfrom multiple — demultiplexing at receiver: —
sockets, add transport header use header info to deliver
(later used for demultiplexing) received segments to correct
socket
application

application application 2 | socket

R Qprocess

transport netwaork trangport

network 74 netork

link PPY$ial ik w
physical physical
<
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How demultiplexing works

+ host receives IP datagrams

= each datagram has source IP
address, destination IP
address

" each datagram carries one
transport-layer segment

= each segment has source,
destination port number
% host uses IP addresses &
bort numbers to direct
segment to appropriate
socket

32 bits -

source port # | dest port #

other header fields

application
data

(payload)

TCP/UDP segment format
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Connectionless demultiplexing

+ recall: created socket has <+ recall: when creating
host-local port #: datagram to send into
DatagramSocket mySocketl UDP socket, Must specify
= new DatagramSocket (12534) ; . .

= destination IP address

" destination port #

« when host receives UDP IP datagrams with same
segment: dest. port #, but different
source IP addresses

" checks destination port # ‘ and/or source port
in segment : :
, & numbers will be directed
" directs UDP segment to to same socket at dest
socket with that port #
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Connectionless demux: example

DatagramSocket
serverSocket = new
PatagramSocket DatagramSocket bDatagramSocket
mySocket2 = new g mySocketl = new
DatagramSocket (6428) ; DatagramSocket
(9157) ; (5775) ;

application

application application

A transport e
trangport network trangport
nefwork in network
link lf]h‘/S cal link
[ ‘! phydical phyical \
-~ e =
source port: 6428 source port: ?
; dest port: 9157 ] dest port: ?
> < 57
source port: 9157 source port: ?
dest port: 6428 dest port: ?
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Connection-oriented demux

+» TCP socket identified + server host may support
by 4-tuple: many simultaneous TCP
= source IP address sockets:
" source port number " each socket identified by
" dest IP address its own 4-tuple
= dest port number + web servers have

different sockets for

<« demux: receiver uses : :
each connecting client

all four values to direct

segment to appropriate " non-persistent HT TP will
socket have different socket for

each request
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Connection-oriented demux: examEIe

application
application - - - application
e h - P2 (P
= 4 = ‘t an< port
tran|;port Hetwlork trdnspor%
net*vork lifk network
lipk hydical link "
g phygical server: P physical u
e address B s
host: IP source IP,port: B,80 + host: IP
address A dest IPport: A,9157 source IP,port: C,5775 address C
- dest IP,port: B,80
source IP,port: A,9157
dest IP, port: B,80 _

source IP,port: C,9157

dest IP,port: B,80_

three segments, all destined to IP address: B,
dest port: 80 are demultiplexed to different sockets
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Connection-oriented demux: examEIe

threaded server

dest IP, port: B,80

application
application appllcatlon
m 4 Im
tran|;port trdnspor%
net*vork . network
.
lihk =\ link
Z‘Z phypical I server: IP physical r é
e address B s
host: IP source IP,port: B,80 + host: IP
address A dest IPport: A,9157 source IP,port: C,5775 address C
dest IP,port: B,80
source IP,port: A,9157

source IP,port: C,9157
dest IP,port: B,80
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Chapter 3 outline

3.1 transport-layer
services

3.2 multiplexing and
demultiplexing

3.3 connectionless
transport: UDP

3.4 principles of reliable
data transfer

3.5 connection-oriented
transport: TCP

" segment structure

= reliable data transfer

= flow control

" connection management

3.6 principles of congestion
control

3.7 TCP congestion control

Transport Layer 3-15



UDP: User Datagram Protocol [RFC 768]

+ “no frills,” “bare bones” + UDP use:
Internet transport =" streaming multimedia
protocol apps (loss tolerant, rate
» best effort” service, sensitive)
UDP segments may be: = DNS
" |ost = SNMP
= delivered out-of-order + reliable transfer over
to app UDP:

< connectionless:

" no handshaking
between UDP sender,
receiver

" each UDP segment
handled independently
of others

" add reliability at
application layer

" application-specific error
recovery!
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UDP: segment header

length, in bytes of
UDP segment,
including header

32 bits

source port #

~

length <~ |  checksum

— why is therea UDP? __

< NO connection
establishment (which can

add delay)

<« simple: no connection
state at sender, receiver

application
data

(payload)

< small header size

UDP segment format % no congestion control:
UDP can blast away as

fast as desired
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UDP checksum

Goal: detect “errors” (e.g., flipped bits) in transmitted
segment

sender: receiver:

< treat segment contents, +» compute checksum of
including header fields, received segment
as sequence of |16-bit

« check if computed

integers
checksum equals checksum

< checksum: addition

(one’ s complement field value:

sum) of segment " NO - error detected

contents = YES - no error detected.
» sender puts checksum But maybe errors

value into UDP nonetheless? More later

checksum field
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Internet checksum: example

example: add two | 6-bit integers

1110011001100110
1101010101010101

wraparound (1)1011101110111011

sum 1
checksum 0

Note: when adding numbers, a carryout from the most
significant bit needs to be added to the result
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Chapter 3 outline

3.1 transport-layer
services

3.2 multiplexing and
demultiplexing

3.3 connectionless
transport: UDP

3.4 principles of reliable
data transfer

3.5 connection-oriented
transport: TCP

" segment structure

= reliable data transfer

= flow control

" connection management

3.6 principles of congestion
control

3.7 TCP congestion control
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Principles of reliable data transfer

% important in application, transport, link layers
" top-10 list of important networking topics!

sending receiver I
process I process
| 1

lP()relidble Chcmhel)j

application
layer

transport
layer

(a) provided service

+ characteristics of unreliable channel will determine
complexity of reliable data transfer protocol (rdt)
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Principles of reliable data transfer

% important in application, transport, link layers
" top-10 list of important networking topics!

sending receiver I
process I process
| 1

L()reliclble c:hclhnel)j

application
layer

transport
layer

Junreliable chonnel)i

(a) provided service (b) service implementation

+ characteristics of unreliable channel will determine
complexity of reliable data transfer protocol (rdt)
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Principles of reliable data transfer

% important in application, transport, link layers
" top-10 list of important networking topics!

senalngl receiver I
Process process
! 1

. rdt send()
L()relloble c:hcmnel)j =

application
layer

deliver data()

=

8_ 5 reliable data reliable data

@ > fransfer protfocol transfer protocol

% O (sending side) (receiving side)

— udt_send ( )¢ | packet | | packet] Irdt rev ()

Junreliable chcmhel);IA

(a) provided service (b) service implementation

+ characteristics of unreliable channel will determine
complexity of reliable data transfer protocol (rdt)
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Reliable data transfer: getting started

rdt send () : called from above, deliver data/() : called by

(e.g., by app.). Passed data to rdt to deliver data to upper
deliver to receiver upper layer /
\ rdt_send() data Tdeliver_data ()

send ;eliok?le dGTTC‘ I reliable data receive
: ransrer pPrortoco transfer protocol -
side (sending side) (receiving side) side
udt send( )i packet pac«et Irdt rcv ()
T—hOunreIiobIe channel )J
udt send () : called by rdt, rdt rcv () : called when packet
to transfer packet over arrives on rcv-side of channel

unreliable channel to receiver
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Reliable data transfer: getting started

we’ |l

+ incrementally develop sender, receiver sides of
reliable data transfer protocol (rdt)

+ consider only unidirectional data transfer
= but control info will flow on both directions!

+ use finite state machines (FSM) to specify sender,
receiver

event causing state transition
actions taken on state transition

—_—

state: when in this
“state” next state
uniquely determined
by next event

|
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rdt|.0: reliable transfer over a reliable channel

+ underlying channel perfectly reliable
" no bit errors
" no loss of packets

+ separate FSMs for sender, receiver:
= sender sends data into underlying channel
" receiver reads data from underlying channel

rdt_send(data) Wait for
call from

below

' Wait for
call from
above

rdt_rcv(packet)

extract (packet,data)

packet = make_pkt(data) deliver_data(data)

udt_send(packet)

sender receiver
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rdt2.0: channel with bit errors

<+ underlying channel may flip bits in packet
= checksum to detect bit errors

%+ the question: how to recover from errors:

»”

How do humans recover from ‘errors
during conversation?
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rdt2.0: channel with bit errors

<+ underlying channel may flip bits in packet
= checksum to detect bit errors

%+ the question: how to recover from errors:

= acknowledgements (ACKs): receiver explicitly tells sender
that pkt received OK

" negative acknowledgements (NAKs): receiver explicitly tells
sender that pkt had errors

= sender retransmits pkt on receipt of NAK

< new mechanisms in rdt2.0 (beyond rdt1l.0):
" error detection

= feedback: control msgs (ACK,NAK) from receiver to
sender
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rdt2.0: FSM specification

rdt_send(data)

sndpkt = make_pkt(data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
isSNAK(rcvpkt)

Wait for
call from
above

udt_send(sndpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
A

sender

receiver

rdt_rcv(rcvpkt) &&
corrupt(rcvpkt)

udt_send(NAK)

Wait for
call from
below

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)
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rdt2.0: operation with no errors

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt

rdt_rcv(rcvpkt) &&
isSNAK(rcvpkt)

Wait for
call from
above

rdt_rcv(rcvpkt) &&
udt send(sndpkt) corrupt(rcvpkt)

udt_send(NAK)

rdt_rcv(rcvpkt) && isACK(rcvpkt)
=
A

Wait for
call from

notcorrupt(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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rdt2.0: error scenario

rdt_send(data)

snkpkt = make_pkt(data, checksum)
udt send(sndpkt)

t rcv(rcvpkt) &&
ISNAR S

I

Wait for
call from
above

rdt_rcv(rcvpkp &&
corrupt(rcvpkt)

udt send(NAK)

udt_send(sndpkt)

rdt_rcv(rcvpkt) && isACK(rcvpkt) Sa _

= Wait for
call from
below

A

rdt_rcv( rcvka &&
notcorrupt(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
udt_send(ACK)
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rdt2.0 has a fatal flaw!

what happens if handling duplicates:

ACK/NAK corrupted!?

% sender doesn’ t know
what happened at
receiver!

% can’ t just retransmit:
possible duplicate

— stop and wait

responsec

sender sends one packet,
then waits for receiver

< sender retransmits

current pkt if ACK/NAK
corrupted

<« sender adds sequence

number to each pkt

+ receiver discards (doesn’ t

deliver up) duplicate pkt
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rdt2.1: sender, handles garbled ACK/NAKs

rdt_send(data)

sndpkt = make_pkt(0, data, checksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
isSNAK(rcvpkt) )

udt_send(sndpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt)

A A
\AV(a)i}t(fgrr Wait for
111 f
rdt_rcv(rcvpkt) && NAK 1 caabovreom
( corrupt(rcvpkt) ||
iSNAK(rcvpkt) ) rdt_send(data)
udt_send(sndpkt) sndpkt = make_pkt(1, data, checksum)

udt_send(sndpkt)
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rdt2.1: receiver, handles garbled ACK/NAKs

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seqO(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)
\ sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

\
rdt_rcv(rcvpkt) && (corrupt(rcvpkt) \\

rdt_rcv(rcvpkt) && (corrupt(rcvpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

sndpkt = make_pkt(NAK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) && <
has_seq1(rcvpkt)

sndpkt = make_pkt(ACK, chksum)

udt_send(sndpkt)

rdt_rcv(rcvpkt) &&
not corrupt(rcvpkt) &&
has seqO(rcvpkt)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt)
&& has_seq1(rcvpkt)

extract(rcvpkt,data)
deliver_data(data)

sndpkt = make_pkt(ACK, chksum)
udt_send(sndpkt)
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rdt2.1: discussion

sender:
% seq # added to pkt

» two seq. # s (0,1) will
suffice. Why!?

+ must check if received
ACK/NAK corrupted

+ twice as many states

= state must
“remember” whether
“expected’ pkt should
have seq # of 0 or |

receiver:

< must check if received
packet is duplicate

= state indicates whether
0 or | is expected pkt
seq #
< note: receiver can not
know if its last
ACK/NAK received

OK at sender
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rdt2.2: a NAK-free protocol

+ same functionality as rdt2.l, using ACKs only

+ instead of NAK, receiver sends ACK for last pkt
received OK

" receiver must explicitly include seq # of pkt being ACKed

<+ duplicate ACK at sender results in same action as
NAK: retransmit current pkt
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rdt2.2: sender, receiver fragments

rdt_send(data)
sndpkt = make_pkt(0, data, checksum)

. Udtﬂq (sndpkt)\‘ rdt_rcv(rcvpkt) &&
N S Nait for ( .corrupt(rcvpkt) |
..................... call 0 from ACK SACK(IevpiLY) )
.................................... above 0 udt_send(sndpkt)
.............................................. sender FSM
.............................................. fragment rdt_rcv(rcvpkt)
.................................... && notcorrupt(rcvpkt)
rdt_rev(rovpkt) 8& e S8 SACKIrevpIt.D)
(corrupt(revpkt) || o~ e A
has_seq1(rcvpkt)) receiver FSM
udt_send(sndpkt) fragment e
(T e

rdt_rcv(rcvpkt) && notcorrupt(rcvpkt) el
&& has_seq1(rcvpkt)
extract(rcvpkt,data)

deliver_data(data)
sndpkt = make_pkt(ACK1, chksum)

udt_send(sndpkt) Transport Layer 3-37




rdt3.0: channels with errors and loss

new assumption:
underlying channel can

also lose packets
(data, ACKs)

" checksum, seq. #,
ACKSs, retransmissions
will be of help ... but
not enough

approach: sender waits

“reasonable” amount of
time for ACK

< retransmits if no ACK

received in this time

< if pkt (or ACK) just delayed

(not lost):

" retransmission will be
duplicate, but seq. # s
already handles this

" receiver must specify seq
# of pkt being ACKed

<+ requires countdown timer

Transport Layer 3-38



rdt3.0 sender

rdt_send(data)

rdt_rcv(rcvpkt) &&

\
\

rdt_rcv(rcvpkt)
A

Wait for
call Ofrom
above

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,1)

stop_timer

timeout

udt_send(sndpkt) C
start_timer (_/

rdt_rcv(rcvpkt) &&
( corrupt(rcvpkt) ||
iISACK(rcvpkt,0) )

A

sndpkt = make pkt(0, data, checksum)

udt_send(sndpkt)

\ start_timer
—

( corrupt(rcvpkt) ||
isSACK(rcvpkt,1) )
A

timeout

udt_send(sndpkt)
start_timer

rdt_rcv(rcvpkt)
&& notcorrupt(rcvpkt)
&& isACK(rcvpkt,0)

stop_timer

Wait for
call 1 from
above

rdt_rcv(rcvpkt)
A

rdt _send(data)

sndpkt = make_pkt(1, data, checksum)
udt_send(sndpkt)
start_timer
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rdt3.0 in action

sender recelver
send pkt0 ktO
\\ rcv pkt0
ac send ackO
rcv ackO /Q/
send pktl \m\‘
rcv pktl
ack send ackl
rcv ackl
send pkt0 ktO

Ay

rcv pktO
ack send ack0

(a) no loss

sender receliver
send pktO ktO
\\ FCcv pkto
ac send ackO
U o
sen t
p \Kx
loss
‘ t/meout_
resend pktl \K
rcv pktl
ack send ack1l
rcv ackl
send pkt0 ktO

/

rcv pktO
ack send ack0

¥

(b) packet loss
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rdt3.0 in action

sender recejver

send pktO ktO
\\ rcv pkt0

ac send ackO
rcv ackO /Q/
send pktl_ \K
rcv pktl

okl—" send ack1

loss
‘ t/meout_

resend pkil —1_  rey pia
(detect duEllcate)

ack send ac
rcv ackl
send pkt0 \Ito\‘
rcv pktO
ack send ackO
(c) ACK loss

sender receliver
send pkt0
\\ Fcv pkto
send ack0
rcv ackO /Q/
send pktl_ \\
rcv pktl

send ackl
ack1
‘ t/meou
resend pktl rcv pktl
rcv ackl (detect duplicate)

send pktoﬁ< send ack1
rcv ac 1 rcv pktO
send pkt0 >< send ack0
rcv pktO
/ (detect du |cate)
send ac
(d) premature timeout/ delayed ACK
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Performance of rdt3.0

% rdt3.0 is correct, but performance stinks
+» e.g.: | Gbps link, 15 ms prop. delay, 8000 bit packet:

L _ 8000bits 8 microsecs

Dians = R = ; (P bits/sec

" U (nder: Utilization — fraction of time sender busy sending

U L/R .008 — 0.00027

Sender: RTT + L/R - 3%8

" if RTT=30 msec, | KB pkt every 30 msec: 33kB/sec thruput
over | Gbps link

+ network protocol limits use of physical resources!
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rdt3.0: stop-and-wait operation

sender receiver

first packet bit transmitted, t = 0 —so---------- -
last packet bit transmitted, t = L/ R ¢

first packet bit arrives

RTT —last packet bit arrives, send ACK

ACK arrives, send next,
packet, t=RTT+L/R

U L/R 908 _ 00027

sender pTT + [ /R 30008
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Pipelined protocols

pipelining: sender allows multiple, “in-flight”, yet-
to-be-acknowledged pkts
" range of sequence numbers must be increased
» buffering at sender and/or receiver

data packet—»
| : -

el
<+— ACK packets

data packets—» ‘p

(a) a stop-and-wait protocol in operation (b) a pipelined protocol in operation

+ two generic forms of pipelined protocols: go-Back-N,
selective repeat
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Pipelining: increased utilization

sender receiver

first packet bit transmitted, t = 0 —f -
last bit transmitted, t = L/ R

first packet bit arrives
last packet bit arrives, send ACK

last bit of 2" packet arrives, send ACK
last bit of 3" packet arrives, send ACK

RTT

ACK arrives, send next,
packet, t = RTT +L/R [ = 7

| 3-packet pipelining increases
utilization by a factor of 3!

U 3L/R 0024

sender™ rr 5~ docos ~ 0-00087
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Pipelined protocols: overview

Go-back-N:

+ sender can have up to
N unacked packets in
pipeline

% receiver only sends
cumulative ack

= doesn’ t ack packet if
there’ s a gap

+ sender has timer for
oldest unacked packet

= when timer expires,
retransmit all unacked
packets

Selective Repeat:

+ sender can have up to N
unack’ ed packets in
pipeline

< rcvr sends individual ack
for each packet

+ sender maintains timer
for each unacked packet

= when timer expires,
retransmit only that
unacked packet
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Go-Back-N: sender

+ k-bit seq # in pkt header
» “window of up to N, consecutive unack’ ed pkts allowed

send _base  hexfsegnum — i
\L lv ack’ed yet sent
{1 RTINS EESS
L _ window size —2
N

+ ACK(n):ACKs all pkts up to, including seq # n - “cumulative
ACK”

* may receive duplicate ACKs (see receiver)

« timer for oldest in-flight pkt

<« timeout(n): retransmit packet n and all higher seq # pkts in
window

Transport Layer 3-47



GBN: sender extended FSM

rdt _send(data)

if (nextseqnum < base+N) {
sndpkt[nextseqnum] = make_pkt(nextsegnum,data,chksum)
udt_send(sndpkt[nextseqgnum])
if (base == nextsegnum)

start_timer
nextseqnum-++
A else
— ., refuse_data(data
base=1 * — ( )

‘e
..
.

nextseqnum=1 i

* timeout
start_timer
3 udt_send(sndpkt[base])
G‘ Q udt_send(sndpkt[base+1])

rdt_rcv(rcvpkt)

&& corrupt(rcvpkt)
udt_send(sndpkt[nextseqnum-1])

rdt_rcv(rcvpkt) &&
notcorrupt(rcvpkt)

base = getacknum(rcvpkt)+1
If (base == nextseqnum)
stop_timer
else

start_timer
- Transport Layer 3-48



GBN: receiver extended FSM

default
udt_send( sndpkt

rdt_rcv(rcvpkt)
T~ && notcurrupt(rcvpkt)

—

A && hasseqgnum(rcvpkt,expectedseqgnum)
expectedseqgnum=1 ‘:Dextract (rcvpkt,data)

sndpkt = deliver_data(data)

make_pkt(expectedseqnum,ACK,chksum) sndpkt = make_pkt(expectedseqnum,ACK,chksum)
udt_send(sndpkt)

expectedseqnum++

ACK-only: always send ACK for correctly-received
pkt with highest in-order seq #

" may generate duplicate ACKs

" need only remember expectedseqnum
+ out-of-order pkt:

= discard (don’ t buffer): no receiver buffering!

" re-ACK pkt with highest in-order seq #
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GBN in action

sender window (N=4) sender recelver
5678 send pktO
EEEY: 5678 send pktl \ .
56578 send Ektz-\ receive pkt0, send ackO
5678 send pkt3 X /oSS receive pktl, send ackl
wait
(walt) receive pkt3, discard,
olPFE 678 rcv ack0, send pkt4 (re)send ackl
o 1EERE¥ 78 rcv ackl, send pkt5 receive pkt4, discard,

(re)send ackl
receive pkt5, discard,

(re)send ackl

ignore duplicate ACK

DKt 2 timeout

K12 3 4 5 W sengll pllf%
R12 345 F& send pkt \
rcv pkt2, deliver, send ack2

K12 3 4 5 3 send pkt4
0 1EEYE 7 8 send Bkts rcv pkt3, deliver, send ack3
rcv pkt4, deliver, send ack4

rcv pkt5, deliver, send ack5
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Selective repeat

<+ receiver individually acknowledges all correctly
received pkts

= buffers pkts, as needed, for eventual in-order delivery
to upper layer

+ sender only resends pkts for which ACK not
received

* sender timer for each unACKed pkt

+ sender window
= N consecutive seq # s
" limits seq #s of sent, unACKed pkts
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Selective repeat: sender, receiver windows

send_base  nexfsegnum S A
, ack’ed yet sent
(00 TOLTAEECTTT =t e
t __ window size —24
N

(a) sender view of sequence numbers

acceptable
(buffered) but ¥ (within window)
already ack’ed

ﬂﬂﬂﬂﬂﬂﬂﬂﬂllllllllllllﬂﬂﬂ e | M

t _ window size—4

1 N

rcv_base

I out of order

(b) receiver view of sequence numbers

Transport Layer 3-52



Selective repeat

— sender

data from above:

<+ if next available seq # in
window, send pkt

timeout(n):

+ resend pkt n, restart
timer

ACK(n) iNn [sendbase,sendbase+N]:
« mark pkt n as received

<« if n smallest unACKed
pkt, advance window base
to next unACKed seq #

— receiver

Pl(t nin [rcvbase, rcvbase+N-1]
<+ send ACK(n)
<+ out-of-order: buffer

<+ in-order: deliver (also
deliver buffered, in-order
pkts), advance window to
next not-yet-received pkt

Pl(t nin [rcvbase-N,rcvbase-1]
« ACK(n)

otherwise:

% ignore
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Selective repeat in action

sender window (N=4) sender recefver
5678 send pktO
BEEE): 5678 send pktl \ Ve bktO. send ackd
5678 send pktz-\ rece!ve pktO, send ac
5678 send pkt3 X /oss receive pktl, send ackl
] wait
(wait) receive pkt3, buffer,
o678 rcv ack0, send pkt4 send ack3
o 1EER¥I 78 rcv ackl, send pkt5 receive pkt4, buffer
send ack4
_record ack3 arrived receive pkt5, buffer,
DKt 2 timeout send acks
K12 3 4 5 W send pkt2
R12 3 4 5 & record ack4 arrived .
0 1NN 7 8 . rcv pkt2; deliver pkt2,
0 1 ERYEN6 7 8 record ack4 arrived / pkt3, pkt4, pkt5; send ack2

Q. what happens when ack2 arrives?
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Selective repeat:

dilemma

example:
» seq# s:0,1,2,3
< window size=3

% receiver sees no
difference in two
scenarios!

duplicate data
accepted as new in

(b)

Q: what relationship
between seq # size
and window size to
avoid problem in (b)?

sender window
(after receipt)

==
oflEElo 12

0112

(@) no problem

3012~m<t0\
3012\0\ 70-012
0 12 KNI 0112

receiver window
(after receipt)

\*012-2

— will accept packet
with seq number 0

receiver can’t see sena’er side.
receiver behavior identical in both cases’
something’s (very) wrong!

=
timeout % Y

retransmlt pkt0

BERs012 \D\
(b) oops!

[ER:012 —RKO0

EFso12 —RKkt1 — ofEEo 12

[EFJz 012 —pkt?2 12 3 0k
~D?< 7012-2

— will accept packet
W/th seq number 0
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