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Chapter 12
E-mail Investigations



Objectives

Explain the role of e-mail in investigations
Describe client and server roles in e-mail

Describe tasks in investigating e-mail crimes and
violations

Explain the use of e-mail server logs

Describe some available e-mail computer forensics
tools
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Exploring the Role of E-mail in
Investigations

With the increase in e-mail scams and fraud
attempts with phishing or spoofing

— Investigators need to know how to examine and
interpret the unique content of e-mail messages

Phishing e-mails are in HTML format
— Which allows creating links to text on a Web page

One of the most noteworthy e-mail scams was 419,
or the Nigerian Scam

Spoofing e-mail can be used to commit fraud
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Exploring the Roles of the Client and
Server in E-mall

 Send and receive e-mail in two environments
— Internet
— Controlled LAN, MAN, or WAN

* Client/server architecture

— Server OS and e-mail software differs from those on
the client side

* Protected accounts
— Require usernames and passwords
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Exploring the Roles of the Client and
Server in E-mail (continued)

E-mail servers run
programs such as
Exchange, GroupWise,
or Sendmail

— E-mail client E-mail server €———

et
. -

= Do you have

2
.mllo = mail for me? —» ‘;

Inbox Yes, here it is.

E-mail clients run programs such as
Microsoft Outlook and Novell Evolution

Figure 12-1 E-mail in a client/server architecture
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Exploring the Roles of the Client and
Server in E-mail (continued)

 Name conventions

— Corporate: john.smith@somecompany.com

— Public: whatever@hotmail.com

— Everything after @ belongs to the domain name
* Tracing corporate e-mails is easier

— Because accounts use standard names the
administrator establishes
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Investigating E-mail Crimes and
Violations

« Similar to other types of investigations

 Goals
— Find who is behind the crime
— Collect the evidence
— Present your findings
— Build a case
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Investigating E-mail Crimes and
Violations (continued)

* Depend on the city, state, or country
— Example: spam
— Always consult with an attorney
 Becoming commonplace
« Examples of crimes involving e-mails
— Narcotics trafficking
— Extortion
— Sexual harassment
— Child abductions and pornography
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Examining E-mall Messages

Access victim’'s computer to recover the evidence
Using the victim’s e-mail client

— Find and copy evidence in the e-mail

— Access protected or encrypted material

— Print e-mails

Guide victim on the phone

— Open and copy e-mail including headers
Sometimes you will deal with deleted e-mails
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Examining E-mall Messages
(continued)

« Copying an e-mail message
— Before you start an e-mail investigation

* You need to copy and print the e-mail involved in the
crime or policy violation

— You might also want to forward the message as an
attachment to another e-mail address

« With many GUI e-mail programs, you can copy an
e-mail by dragging it to a storage medium

— Or by saving it in a different location
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Examining E-mail Messages

continued)

Messages in the selected folder are displayed here
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Figure 12-2 Selecting an e-mail to copy

—— Selact the folder containing the e-mail you want © copy
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Viewing E-malil Headers

* Learn how to find e-mail headers
— GUI clients
— Command-line clients
— Web-based clients
 After you open e-mail headers, copy and paste
them into a text document
— So that you can read them with a text editor

e Headers contain useful information

— Unique identifying numbers, IP address of sending
server, and sending time
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Viewing E-mail Headers (continued)

* Qutlook
— Open the Message Options dialog box
— Copy headers
— Paste them to any text editor
* Qutlook Express
— Open the message Properties dialog box
— Select Message Source
— Copy and paste the headers to any text editor
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Viewing E-mail Headers (continued)

Message Options

“;a"‘:;mm- B

Tracking opbons

@ | y dhedviry recespt For this i

il A s e i T, iy
Dulvery options

[Jemives afters  [1o | [12:00 M

[?]X]

| contacky,, . |

Intesniet headers! | patem-paths <webmastern@®cisco.netacad.nets

Ervrel ope-ta: aphillipedpohtechalcaduna
Dafvary-date: Hon, 18 Dec 2004 251204 45200

helo=mail imass oussl, (omna)

oy mal.polytechrec.edu.na with asmip (Edm 4.600
I:_ll'l'-'ﬂﬁpt-fl'ﬁﬁ Cwibhmagler Poach, nelacid el )

Heceived: from lecalhostpolytechniceduoana ([ 127.0.0.1]: 41809

Figure 12-3 An Outlook e-mail header
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Viewing E-mail Headers (continued)

r

Welcome to Outlook Express 6

General Details

Internet headers for this message:

From: "Microsoft Dutlook Express Team'" <msoe@microsoft.cor
To: "New Outlook Express User"
Subject: Welcome to Dutlook Express 6
Date: Fri, 26 Mar 2004 21:32:40 -0800
MIME -Version: 1.0
Content-Type: text/html;
charset="is0-8853-1"
Content-Transfer-Encoding: quoted-printable
X-MimeOLE: Produced By Microsoft MimeOLE %6.00.2800.110

< i | 3

[ Message Source... ]

[ 0K I[ Cancel ]

Figure 12-4 An Outlook Express e-mail header
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M Message Source @|E‘

rom: "Microsoft Outlook Express Team' -<msocBEmicrosoft.com> -~
To: "Hew Outlook Express User'

Subject: Welcame to OutlookK Express 6 |
Date: Fri, 26 Mar 2004 21:32:40 -0800 r
MIME-Version: 1.0
Content-Type: text/html;

charset="1s50-8859-1"

Content-Transfer-Encoding: quoted-printable
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2800.1106

<METL HTTP-EQUIV=2D"Caontent-Type"™ CONTENT=3D"text/html: =

charset=3Dwindows-1252">

<3TYLE>

font{font—farwily: "Verdana®; font-size: 8pt; color: #000000}

A:hover.defsulti{caolor:§999900)

A:hover.bodyTopLine {color : §0000FF)

A:hover {color:H#O032FF)

A:vizited {color:§888888)

A{zolor:#00SSFF}

oectionHead{ font-weight thold)

.sectionNotify{color :#0099FF;; text-decoration: underline; =

font—-size:0pt}

ch=aderCell{background-color : #CCCCCC; widthi: 140px; h=ight: 18px}

featuresText{ font-fanily:Verdana,; font-size: Bpt;coloc: #0000003

.headerCellline{backoround-color : #CCCCCC; widrh:Z246px,; heigh: 1px;

JeessagesCell{font-Tamily: "Verdana”™; font-size: 5pL; color : F0000003

Lderfaulci{color : ¥000000; cursor : hand}

JplackBar{font-Iamily:"Verdana™; font-size:Bpo:color:#FFFFFF Tont-welght th=

old}

JoctonTexc{Iont-Iamlly: Verdana; Iont-slze:7pc; color: HLoopon}

headerLinks{font-fanmily: "Verdana®: font-gize: Bpt:color : $000000}

SignatureText{font-family: "Verdana: font-size:Spt: font-weight:bold:color=

: 0000003

Arhover.togoleStyle{color : £FFFFFF)

drvimited tonnleStuleicnlnr t£CCCCCCE 5 5
| .

Figure 12-5 Viewing the message's HTML source code
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Viewing E-mail Headers (continued)

* Novell Evolution

— Click View, All Message Headers

— Copy and paste the e-mail header
 Pine and ELM

— Check enable-full-neaders
 AOL headers

— Click Action, View Message Source
— Copy and paste headers
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Viewing E-malil Headers (continued

Fwd: Project plan for new factory (=)o)
File Edit View Message

@é@@\@ﬁ&am\mlﬁ

Reply Reply to Al Forward Print Delete Junk Mot |urle | Previous — Next

D

Recelved: from [192.168.1.106] ([24.18.24 250]) by mall.vividround.com with Microsort
SMTPSVC(6.0.3790.1830), Wed, 14 Feh 2007 20:12:39 -0600

Mime-Version: 1.0 (Apple Message framework v624)
To: martha.dax@superiorbicycles.biz 3
Message-ld: <45dbed54455809251cel710cf75faea2@superiorbicycles biz>
Content-Type: multipart/altemative; boundary=Apple-Mail-1--75160152

From: |im Shu <jim shu@superiorbicycles biz>

Subject: Fwd: Project plan for new ractory

Date: Wed, 14 Feb 2007 20:12:48 -0600 (18:12 PST)

X-Mailer: Apple Mail (2.624)

Return-Path: jim shu@superiorbicycles.biz

X-OriginalArrivalTime: 15 Feb 2007 02:12:35.0343 (UTC) FILETIME=[C46A1BF0:01C750A6]
X-Evolution-Source: pop://martha dax@mail superiorbicycles biz/

Martha, do you have any ideas you'd like to input on this before Nau contacts the minister?
Jim

Begin forwarded message:

From: "Sam Clemens" <sam.clemens®@superiorbicycles biz>
Date: February 12, 2007 12:13:42 AM CST

A AL o

4]

Figure 12-6 An Evolution e-mail header
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Viewing E-mail Headers (continued)

>+ Telnet 168.156.125.36

HELP Get help using Pine

COMPOSE NESSAGE — Compoce and c£end a mescage
MESSAGE INDEX Uiew messages in current folder
FOLDER : — belect a folder fo vieuw
ADDRESS BOOK — Update adderess hook

SEIUP Configure Pine Options

QUIT — Leave the Pine progr»an

RelNotes
KBLock

Copyright 1989-1999. PINE ic a trademark of the Univercity of Wachington.

Figure 12-7 E-mail options in Pine
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Viewing E-mail Headers (continued)

78 168.156.125,38 - default - 554 Secure Shell
He Edt Yew ‘Wrdow Heb

ME&D B8 RS 8 00 T &x?

PINE 4,44 MESSAGE TEXT

Comnected to 168, 156, 12555 EIC - oml2t<h: -hmcmds -rone [T | &)

L

— Message header

Figure 12-8 An e-mail header in Pine
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Viewing E-mail Headers (continued)
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Figure 12-9 Printing an e-mail in AOL
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Viewing E-mail Headers (continued)

« Hotmall

— Click Options, and then click the Mail Display
Settings

— Click the Advanced option button under Message
Headers

— Copy and paste headers
* Apple Malil

— Click View from the menu, point to Message, and
then click Long Header

— Copy and paste headers
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Viewing E-mail Headers (continued)
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Figure 12-10 An Apple Mazil e-mail header
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Viewing E-mail Headers (continued)

* Yahoo
— Click Mail Options

— Click General Preferences and Show All headers on
Incoming messages

— Copy and paste headers
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Viewing E-mail Headers (continued)

g ) ol = s Y
w. HAIL mign Qut | Mall Claxs wmkaan |y b TR Saaech e ik

'tm“ wh' {\-Ilnl'u-l Inkas | w=mags # Search: “subjerk"Mem e W
|g,,m-.m",. G |||l oess B Eaphy = o reiwad R sman | [Hueaas Y rm Mereschses < Vs v
b e e o dahar ||| From | Subject | Dt r | Locsthe | oo ¥y
H...mu
B 1hew Ty e LU T e
r e i 1 i S0 0sd rma For Ursh reod weT Tatty 12
M:E:T" - - 'I'-r"':.J-.d-: II::'Ju:.1I EnTAEecl com Tary Gaad i
.ﬂlhr Ty
O Trash Sy
1= ot il —=
= Caendy P Mo 2-madl mikdress: Compact beader = | Full Mesngs Ve | a
a 2 Terry Sedler wierrvrlorBlvecome T L4 Ta ieoshu ) Ewhec. o T b Cparpadt He e
T My Faoen Bad Tisnderd reads -
e, | Full hener |
Woold yon Hez to join Bob and me for kech next week?
Temy
Tor nerry sadlen @ive com =
Subject Ble: Mew e-mud addres
Dhaie: Sat, 1B Fud 2009 150058 -0400
Frum bmpe®3 Faol o
Terry,
il i .
E Ty Feor Prared Croad o hear Som voii once agam
‘k e Let's plan on hmch next wesk

Figure 12-11 Selecting the option to view headers in Yahoo!



Examining E-mail Headers

« Gather supporting evidence and track suspect
— Return path
— Recipient’s e-mail address
— Type of sending e-mail service
— |P address of sending server
— Name of the e-mail server
— Unique message number
— Date and time e-mail was sent
— Attachment files information

Guide to Computer Forensics and Investigations
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Examining E-mail Headers (continued)

I: Fecugpn=Path: <Samapeds@oyvay.coms

2. belivered Toir Jim.phelpuperiochicyolen.biz

3. Reesived [geatl 12780 ieveked By uid 03 12 Des 2000 0323037 -
Lilizi ]

§. Eeoeived Trom unkroavyn [MELD ssEp.supscicrbicincles. BiE)
[192.152 . 64.20) by mall.supsricchicpoles.blz with SATP; 11 Deo
2010 0B:EN:¥T -D00d

5. Eeceived: [rom Web«DDS maill.sgusy.com
[FEb4009 , mal 10, syway cos[ 192 . 218.78.27] ]

by =mtp.zuperiorbicycles.biz (1d.02.4871d.12.4) with SETF id
QECAILAJDOSEZES

fof <jim.shllswpeciochicwclea.big>: Sum 1% Dec ZOU0

DD 18:21 -0800

§. Neasege-ID0: <I010331208IIF0 . A04ZE . qpam i LEwsbA00F  mal 10, By . o

Ts ﬂl“l‘."ﬂ"i feom [10.107.241.189] by Pebdbif.maild.myvay.com via
HTTP; Jum L1E B0 EQID QD220 PAT

Pace: Sun 12 Pee 2000 00:33:30 PHT |
AIEE-Versian: 1.0

Figure 12-12 An e-mail header with line numbers added

Guide to Computer Forensics and Investigations 27



Examining Additional E-mail Files

E-mail messages are saved on the client side or
left at the server

Microsoft Outlook uses .pst and .ost files

Most e-mail programs also include an electronic
address book
In Web-based e-mail

— Messages are displayed and saved as Web pages in
the browser’s cache folders

— Many Web-based e-mail providers also offer instant
messaging (IM) services
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Tracing an E-mail Message

Contact the administrator responsible for the
sending server

Finding domain name’s point of contact

— www.arin.net

— www.internic.com

— www.freeality.com

— www.google.com

Find suspect’s contact information

Verify your findings by checking network e-mail
logs against e-mail addresses

Guide to Computer Forensics and Investigations
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Using Network E-mail Logs

* Router logs
— Record all incoming and outgoing traffic
— Have rules to allow or disallow traffic

— You can resolve the path a transmitted e-mail has
taken

* Firewall logs
— Filter e-mail traffic
— Verify whether the e-mail passed through
* You can use any text editor or specialized tools

Guide to Computer Forensics and Investigations
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Using Network E-mail Logs
(continued)

£ Froyram By walelifuord begs' 1000, 2-5003-02-10-19-51 -4 Lwgl - LagWiewer
B [ o= e
LRI IS
't anaticn G Poxt [ Poxt  [eesils A |

demyr omt e=thl 212 smip 20 128 169 . ZEd .19 1%6 1E9 _3%4 265 ZE% 138 118
deay owt 2thl 36 sEip 20 L28 149_264 .19 1686 165254 266 IEE 137 137
deay owt ethl 76 smip 20 L28 149.264.19.1%8 1e5_ 254, 256, ZEE L37 137
demy out ethl %% smip 20 L3 149.254 .19 .1%8 165 294 255 E5C L3F 137
desy oat #thl %% saip 20 Lig 149.254 .19 .15%8 1eb 294 355 FEE 137 137
demy ocat mthl 9% msip 20 LI8 149.254 .19 156 1e0 254 265 EEE 137 837
dony oat sthl %% swtp 20 L8 1O 284 17 154 1ed d94 255, 255 13F 1
deny omt =thl 56 swip 20 B30 149 294 10 194 148 294 265 255 137 1WY
deny ot ethl 8% smip 20 28 149 364 19 1ES 1&% 364 JEE FEE 137 139
deny oat ethl 2046 smip 20 128 069 264 1% .1%6 1eB. 264 IG5 ZE5 138 L&
deay oat =thl 206 smip 20 128 069 2E4 1% 158 169 264 365 205 138 138
deay out @#thl 2k smip 20 128 069 b4 19.1%6 1e9 Jh4 Ihh. 2th 138 LaF
deayr eat skl FH mwtp 20 L18 1e9.25d4 19 156 1e8 J%d4 JRLBLL LT 1JdY
deay ek sthl 7 mip 20 LIG 14649284 .19 1848 165 354 365 FEE 137 137
deny st sthl 78 snis 20 L3 169 254 19 158 169 254 355 FSE L3T 137
il Ay maar @ehl 7R ewmim TOONIE OTEFE TEA 19 1ES Ii.r 184 TEE TEE | R®T '|1'Iﬂd

Leoay il i sl . Mokl Lineg: &3 S sriry Sht B4, Wi s, =

Figure 12-13 A firewall log
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Understanding E-mail Servers

« Computer loaded with software that uses e-mail
protocols for its services

— And maintains logs you can examine and use in your
Investigation

* E-mall storage
— Database
— Flat file
* Logs
— Default or manual
— Continuous and circular
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Understanding E-mail Servers
(continued)

* Log information
— E-mail content
— Sending IP address
— Receiving and reading date and time

— System-specific information

* Contact suspect’s network e-mail administrator as
soon as possible

« Servers can recover deleted e-mails
— Similar to deletion of files on a hard drive
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Understanding E-mail Servers
(continued)

Admiwintrate rijpupariarki oyelas . bix 2000-10-16

o5 4d 22 T
ab. 0. L2305 R aaEuE e issbbeyslaa. bda

PRV sl B odeal:

7L hu E.Flril.'l rhdoyalan . baz 1013

L0, S010404 5072508, MOREdl | ddSpegmmun . suparacrhicy<law. biz 0B

e, 3
41 1 d010=1L0=-16 OF:449:2Z2 GMT

n. =
a.0.9
7

Figure 12-14 An e-mail server log file
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Examining UNIX E-mail Server Logs

/etc/sendmail.cf

— Configuration information for Sendmail
/etc/syslog.conf

— Specifies how and which events Sendmail logs
/var/log/maillog

— SMTP and POP3 communications
 |P address and time stamp

Check UNIX man pages for more information
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Examining UNIX E-mail Server Logs
(continued)

# The Tollowimg lime will Send all mail lasps wo tha JSvard ledgdmallledg

di paaotory

maxl . * ."'al.r_l'l-:l-g'.rnli.lla-g

F Log all energency Nessaies Ln the =ame placs

L ik G w

* . amang flguparivrbicrelas. biz

F Inis line =will put all news and o-mail encoded with uucp with
Critical srrare in The ®Suard Loglepoolsr
UECE, Iwd.CILlL

Figure 12-15 A typical syslog.conf file

Guide to Computer Forensics and Investigations 36



Examining UNIX E-mail Server Logs

(continued)

Hay 1 10:10:3% poser sendnail (5365]: WOOUEBUE: *wir® command from
fio.0.1.31] ¢10.G.1.1)
sy a9 101090 FoE®E Jl:i-n.']:uill:ll:.'ir-.:.]: o P P b =1
fio.0,1.3] 410.0,3.1%

'-cl-.E-ug" copmand From

Figure 12-16 A maillog file with SMTP information

Miy 21 101242 peser Spop3d[5373)]: port 110 se~oqee 9mit from 10.0.1.1

May Z1 10:17:44 poser pop3d[3373]: Login failure user=rich
host=[10.2.1.1[)

Figure 1217 A maillog file with POP3 information
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Examining Microsoft E-mail Server
Logs

* Microsoft Exchange Server (Exchange)
— Uses a database
— Based on Microsoft Extensible Storage Engine

 |Information Store files

— Database files *.edb
» Responsible for MAPI information

— Database files *.stm
* Responsible for non-MAPI information

Guide to Computer Forensics and Investigations
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Examining Microsoft E-mail Server
Logs (continued)

Transaction logs

— Keep track of e-mail databases
Checkpoints

— Keep track of transaction logs
Temporary files

E-mail communication logs

— res#.log

Tracking.log

— Tracks messages

Guide to Computer Forensics and Investigations
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Examining Microsoft E-mail Server
Logs (continued

Messzaqe Trackirg Lag F1lal# Exchange System Afttendant versiaon -
B, 084007, DO® DATE T e 2lfent-1ip C 11 Byt -hosthse
P P LREr - Naffa EEruEr -NOSThame Server-JP gactpient -address
Evant-Ih MEGID Priority Resipiant -peport-Status
oLal-tyres mumber —seCcipl ents ar TQETIB'[‘IEII'I-T“IE
ENCrypTion sarvicE=vEriion Linked=Higi0 HMEFFage-3ul et
Sender-addr=s=00 02005-17 -1 A1T:H:30 CMT - = -
FEGASLE - FO=ZOIRESQUFIAST ADMIMI STRATIVE
ROUP/CH=RECEFTERT S ACHN=)anadne 1427
1L ANDCFECEECT M4 BA0RE S AR L0 § BIEDS B4 PipEga dud . my<oamparty. Com q
. Laa@ L alQi-A2-1% 17idian 4T €
CmlUETd= §p=20IKES) 1=PEGASLS - DZLI1ELFE2ET-1 cng For I:I'rﬂ baoks

EX : /D=Z0] KESOUFLAST ADMINISTRATIVE
muﬂ.r-:H-HEL'I:ﬂIEM'E..-'CH-lMTHTthi'l'w:ik -APEE0S-L2-16 LT IEIEL GMT
FEGLEUE = SOeTOTKREOUsFIRET

.ﬁ.I:HIIHIS-'F:ﬁ.'I'I:'uE '.'ﬂl:IIJF.-"I:H RECIFIENTS/CH=Janedaoe 101%

11 ANOCSBCEECTF 74 BA0BIZ ARREI0 | BRECE €4 REREga SUS. My Cdmpany . com L]

i L3z 1 Z‘l:ﬂi 12-1% 17:8:30 GMT 0 =

ine For the baoks -bied5-12-18 17iB:31 G'-I‘T -
PEGASIIS - SO=20THES /OU=FTRST ADMTMT STEATIVE

IEFI:IIJF.-"EH-F:EEI:F:IEMI'E,.--EH-:Inh!dnt 1025

1 1A0DCOBCEBCF A BANRZZARDEID I BEECR E4 DBpEga TUS. My tHMparTy . com q

i 1320 1 Z005=12-1% 17:3:130 Q4T O -

e For the Baoks = =ho2iS-12-16 1TiB:31

FEGASUE - SO=ZOTKES MOUSFIRET ADM] HISTHT['-'E

IEHI:IUF'.-"EH-EEEI:F'IEMI'E,.-CH-:Ill'-udmr 1054
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Figure 12-18 A mesage tracking log in verbose mode
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Examining Microsoft E-mail Server
Logs (continued)

* Troubleshooting or diagnostic log
— Logs events
— Use Windows Event Viewer

— Open the Event Properties dialog box for more
details about an event
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Examining Microsoft E-mail Server
Logs (continued)

ESavanty level Event |0 numbsr
E YETTl l'-="= T.r..—!l -
hic  Acten  Yeow  Hdp
*» zBEE
B Evert Vv [Local) AppRrath s TR Feenis B i
# Cutam Vicws — - k=
N : Wiasiows Logs Lewti Dt A Tiene Sowre By =] | PPRCERN
[§] Apatesan (Prtcrmation  REagle0 13019 P Wining 5 Open frved Loge. I
& Sezumty :I_I'In‘rmw'ﬂn kel c e ] WErigsg T Cierie Cigtom Ve
i seup Didameation  3AMBIELL SN VS oot s Ve
& Svmem irdcrmation 3050000 ak-2e3l Ada [E2S .
7] Pomwund Loty Diwrdzrration  BUMIERT AWM Candip “ew Log- |
4 2 bpphicsh o and Seeon oEn m‘f‘:whh ATNENE ST AR [r ¥ e Curend Log.. 5
5] ACEEeetLey DHrdorraiien / NI BAS AN Mdog B Peaptic
€] OF5 Repbcrtion (iirhormatiogd WS008 BMAZAM  VES B
[E] Harchacars Evanin Dirdzomatigh 5383009 Bobal Ak g - s
li] dtarrat Explorar (Piidarvailin  WIUHRBIALAM  Snsem bl S v
[ Key Management Sesice Tinehsmmglann 17508 57397 Ak 1 vl P = Eiiaich ¥ Tiek T this Log.
] Madu Cavin ¥ . '
B icsah = L "
[ Mricmch e Disgnasin Evant 500M, Winkagen = 5 Aedrah
B B i O S [ - =
. | e E
4 subscriphioes - H riep
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Figure 12-19 Viewing a log in Event Viewer
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Examining Microsoft E-mail Server
Logs (continued)

Event Properties TP

Eml
[Cighe TANFANS  Sowrcer MGEwokhangalh Mo ¥ I
Time. g2 Categy. MTH Corrscions:
T Inkimabon  Everd 1D 2000 B
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[omputer PEG&SLS _I
Degcaphor e
Flhﬂmmnﬂ:mdﬂ-ﬁm'ﬁﬂﬁmmﬁnﬂhﬁmsm
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Figure 12-20 The Event Properties dizlog box
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Examining Novell GroupWise E-mall
Logs

« Up to 25 databases for e-mail users
— Stored on the Ofuser directory object

— Referenced by a username, an unique identifier, and
.db extension

« Shares resources with e-mail server databases

« Mailboxes organizations

— Permanent index files
— QuickFinder
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Examining Novell GroupWise E-mall
Logs (continued)

* Folder and file structure can be complex
— |t uses Novell directory structure
« Guardian
— Directory of every database
— Tracks changes in the GroupWise environment
— Considered a single point of failure
» Log files
— GroupWise generates log files (.log extension)
maintained in a standard log format in GroupWise

folders
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Using Specialized E-mail Forensics
Tools

* Tools include:
— AccessData’s Forensic Toolkit (FTK)
— ProDiscover Basic
— FINALeMAIL
— Sawmill-GroupWise
— DBXtract
— Fookes Aid4Mail and MailBag Assistant
— Paraben E-Mail Examiner
— Ontrack Easy Recovery EmailRepair
— R-Tools R-Mall
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Using Specialized E-mail Forensics
Tools (continued)

* Tools allow you to find:
— E-mail database files
— Personal e-mail files
— Offline storage files
— Log files

* Advantage

— Do not need to know how e-mail servers and clients
work
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Using Specialized E-mail Forensics
Tools (continued)

 FINALeMAIL
— Scans e-mail database files
— Recovers deleted e-mails

— Searches computer for other files associated with e-
mail
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Using Specialized E-mail Forensics
Tools (continued)
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Figure 12-21 E-mail search results in FINALeMAIL
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Using Specialized E-mail Forensics Tools
(continued)

Figure 12-23 Viewing message contents in FINALeMAIL



Using AccessData F TK to Recover
E-mail

. FTK

— Can index data on a disk image or an entire drive for
faster data retrieval

— Filters and finds files specific to e-mail clients and
servers

 To recover e-mail from Outlook and Outlook
Express

— AccessData integrated dtSearch

o dtSearch builds a b-tree index of all text data in a
drive, an image file, or a group of files
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Using AccessData F TK to Recover

E-mail (continued

ﬁ

The KFF Hash Library file was not found (KFF function disabled).
You will reed to install the KFF Likrarg. The install for the KFF Library
can be downloaded ot www.accessdata.com under the downloads section.

[ your hash database is stored in a custom location, please go to
Tools | Preferences and tell FTE where to find it.)

Press 0K to continue loading FTK without KFF functionality.

[_ox J[ comce |

'ﬁ‘

Thank you for evaluating AccessData’s Forensic Toolkit® (FTEE), Thic iz a
dernanstration
version of FTE. The following limatation is in effect:
+» & madimurm of 5000 file ®ems can be analyzed
If you wish to purchase a full version of FTE, please contact AccessData at

B00-374-5199 oe BOL-3T7-5410
orvisit our website at httpe/fwwaacoessdata.com.

o ]

Figure 12-24 KFF warning and AccessData's evaluation notice
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Using AccessData FTK to Recover
E-mail (continued)

[Refine Case - Defaut T =
Refine Case - Default

In order to sarva time and esowces. andor 1o eliminate imelevant data. you may chocee to eclude cestain kinds of data
fremithe cose. Heme, you can choose defaull Inchusion ‘eachusion seflings thit wil apply to each evidence Rem that gets
added to the cage. To aochude dala, make any changes bo the settings bekow. Meba: any Lans that gat exciuded vl ot
sppear arpwhens in Lha case, and will be naccessibls.
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KFF ignorabie Fies files found by KFF (o be forensi cally unmportant. i.e.. 03 sysbem files, known applications, sic
|| Extrmct files from KFF ignicrabile contaners

Conditianally Add
Add pther tems fo the case only § they satsfy  BOTH the file ststus and the fil= pe = oiteia
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7 Emal mzgs
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Figure 12-25 The Refine Case - Default dizlog box



Using AccessData FTK to Recover

E-mail (continued
|Eh:mh|T“:v:hIm|T|=-wlh—tl |

Ei;‘#l‘h B OH B &% 80| o ummen = [Tl [ascoumes
i syl
5L Peracral Felden E e m“:m thass b Peisorial Feksatsd nm
] =] C _thts b Fokder) 1 a8
= E-'I""[:F"“h“ PR | | (] Wessagecn et _shus ok Prsoned Pobizn 2T
| Drefeted Rems o Cotitorkidin_shas's putss Peronad Fokbens > Tos
30 ko O T abodkilio_ s il Pt Fobdaiio s Tog
D Sent Rems (] C: Watoddim_pha's gt Prmonad Fokdens»Tag
fil ek [mait O & ol tins prals Petsoniad Fikdensn 3 T
80 Other Ermail [m] C:Nebodudimi_sh's pieke» Peysonal Foldewo-Top.
(] Colisfaddnlim_phu's s Prrnonal Feldan 2 Tap
O T VPl im_sbou's praiber Peisoral Fobdeno s Tag
[m]
Funt al dencencants £
| -|m, vk i i @ | B8
Subgect: laveators
From: temrysadler
Date:s 2172007 11543 PM
To: martha dexif =operiorhicycles biz

Hello,

Ase you bockeng for imvestars for your company? We specalee in smal to mediam size companics that have
prroven rack rocond fioe making quality products and scrices, O veiton progrms will pronads to you the
ey comsiation by acheve success @ e ok place akmg with the oeeded franong (o manian a
competive edape azaimat wour competibars.

I o Bare mberest check oot o bake hene to find oot sscee about thes mique wnd mecessol offer.

0 Listed 0 Chisckoed Tortal CiorkUim_sha's pebPervonsl Foiders > Top of Persons| Folkders > nitwa ile s sage001 b

Figure 1228 The E-Mail tab showing all messages
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Using a Hexadecimal Editor to Carve
E-malil Messages

Very few vendors have products for analyzing e-
mail in systems other than Microsoft

mbox format
— Stores e-mails in flat plaintext files

Multipurpose Internet Mail Extensions (MIME)
format

— Used by vendor-unique e-mail file systems, such as
Microsoft .pst or .ost

Example: carve e-mail messages from Evolution
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2 3 4 5 A 3 A 9 & B 0D E F N1Z3455Ta9ABCDEF
20 QR 3E 20 40 61 72 74 €8 61 0& 3E 20 Ch OAEIE . Marthe.: ..J:
7 PR OTAOFN AL B4 BC ES T2 40 rom terrysadlerd@
3 BF 6D 20 53 &1 ¥4 20 <& K% pgoowy.con Sat Fae
G52 20 31 3F Z0 31 35 3A 31 35 I& I4 35 20 37 I0 B 17 15:15:45 20
30 37 O 52 BT 63 G5 B9 TE 65 G4 3A 20 EF 72 FF O7.Received: fro
A1 200 73 BD 74 TO 20 73 BA T4 2D 30 31 FE FE B9 A osmtp-sjt-01.vi
Q0071140 76 69 64 F2 6F 75 6E B4 ZE 63 6F &D 20 28 SE 31 widround.com [[1
JOOT1150 33 A9 2E 32 24 39 2E 32 32 A4 2E 32 35 32 SD 29 99.249.224.252])
DOOF 1160 20 6 79 D& 0% &l &1 69 60 2E Te &9 7o €% 64 72 by..mail.vividr
00071170 5F 75 G6E 64 ZE 63 6F B0 20 77 69 74 63 20 4D 69 oubd.com with ML
J0071180 53 72 6F 73 EF &6 74 20 53 4D S4 S0 53 54 43 28 ecrosoft SHTPSVO(
Q0071190 35 2E 30 2E 33 37 39 30 2E 31 A6 3I3I 30 29 IP 20 &.0.3790.1830);
JOOF11A0 53 61 P4 20 20 31 3T 20 48 65 62 20 32 30 30 3T Sat, 17 Fob 2007
INT1IR0 0& 0% 31 36 34 31 35 34 34 35 20 2D 30 36 A0 A0 . .15:15:45 -0&0D
0071100 04 S2 65 63 B5 B9 TE 65 B4 3h 20 66 72 6F 6D 20 .Receiwed: from
00071400 731 6D 74 FO 31 2FE 67 6F 6F 77 79 2E 63 EF 6D 20 emtpl.goowy.cen
DDO0714ED 28 75 0 74 70 31 2E 67 GF 6F 77 79 2E €3 6F 6D (=mtpl.goowy.com g
JOOF11F0 20 SB 32 30 29 2F 31 32 36 2F 32 34 37 ZE 312 10 [209.126.247.20
JOATLE00 35 SB 79 F0 67 79 OA D9 T3 6D 74 FO 2D 73 6& T4 5]) bw..smtp-sit
IOOTLZI0 2D 30 31 ZE YE B9 TE 69 &4 72 AF 75 BE 64 ZE 63 -Dl.vividrousmd.c
00071220 57 BD 20 28 38 2F 31 32 2E 31 31 2F 33 ZE 31 32 om (8.12.11-8.12
0071230 2% 31 31 29 20 77 6% 74 68 20 45 53 A0 54 S0 20 .11} with ESMTP |=

Offsat byte count fram beginning of file
Figure 12-29 Hex Workshop displaying the beginning of the e-mail from Terry Sadler
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[ #aee g - [T et aur] ] -

En ble kot Cmk Opbons Tooks Wndow Hep CA L]
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Ending posifion for this message
Figure 12-30 Hex Workshop displaying the ending position of the e-mail from Terry Sadler
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Using a Hexadecimal Editor to Carve
E-mail Messages (continued)

] terrysndier-marha-inbox - Notepad [ E&]
File Edit Fermat  Wiew Help

From tarrysadler@goowsy. com Sat Feb 17 15:15:45 2007Received: from smtp- -
sfr-0d, vividround. com ([15%. 249, 224, 25210 by matl. wvividround. com with —
Microsoft SMTPSVC(E. 0. 3790, 1830%; sav, 17 Feb 2007 15:15:45 -0600
Received: from smipl.qoowy. com (SmTpl.goowy, com [209.126, 247.205]) by
smrp-51T-01. wvividround. com (8.12,11/8,12.11) with ESMTPF 1d T1HLACQDOGOLOS
for «martha.dax@superiorbicycles biz»; Sat, 17 Feb 2007 15:10:38 -0600
(csTireceived: (gmail 2864 imvoked from network); 17 Feb 2007 21:01:53 -
no0orReceived: by simscan 1.1.0 |i|:|iu:|: 2857, pid: 2859, t: 0.1710s

SCANNErs : attach: 1.1.0 clamav: O. 88,4,/ m:38,/d: 1506 spam: 3.1.2x-
spam-Checker-version; Spaméssassin 3,1,2 (2006-05-25) on smtpl, goowy, com (8]
X-Spam-Level: X-Spam-Status: No, score=0,5 reguired=3, 5
Lests=ALL_TRUSTED,BIZ_TLD, HTML_50_60 , HTML_MESSAGE

aurolearn—disabled version=3,.1,ZReceived: From unknown {HELD
wehserver(02) ([192.168,25.102]) (envel ope-sender

:terr;s.ad'l er@goowy. com-) by smTpl. qo « COm {gmail-l1dap-1.03) with
SWTP for «martha. dax@superiorbicycles.biz=; 17 Feb 2007 21:01:53 -

I:Iul:lugcruﬁ: id: : 520051From: terrysadler =terrysadlerig . com=Reply-To:
terrysadler <terrysad]er@goowy, com=To: martha, daxdsuperiorbicycles. biz |
Date: Sat, 17 rFeb 2007 21:15:44 gMTMessage-ID:
~2at031564b5c4 6023503640067 1952 0t Bwabsarvar M2=-5ubject ! Investor SMIME-
wversion: 1.0x-matler: goowy mail FTT R S S, Qoowsy, comPrioriTy: wormalx
Friority: IContent pe: multipart/alternative; boundary="
=_EnNP_0000_Bacd7458-dech-4ef6-boBe -d4 FREeDI019h " K-ePrism-Trap: Default
Trafi-eﬁuard—Scwe: {) 0.6 BIZ_TLD,HTL_50_60, HTML_MESSAGEX-Scanmed- By :
efrism email filtering apg]iance on 199, 2449, 224, 252kreturn-Fatch:
terrysadler@goowy. comd-originalarrivalTime: 17 Feb 2007 21:15:45. 0640
[I.ITCEIS FILETIME=[C9DEFESD: 01CT 5208 | ¥-Evolution-Source:
pop://martha. dasw@mail. superiorbicycles. biz/¥-Evolution: 000000La-0010This
is a multi-part mﬁs-agg in MIME format, ------ _EDNP_(HH3H_Gacd?458-dech-
defo-boic-d478Ee00LSbContent -Type: text/plain; charset="1iso-E85%-1"
content-Transl er-Encoding: quoted-printable=0AHel o, =0a=-0Aare you

looking for fnvestors for wour compamy? we speci=alize in small o medius
size companies that have a proven track record= for making gquality -

Figure 12-31 Carved e-mail message in Motepad
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Using a Hexadecimal Editor to Carve
E-mail Messages (continued)

e Eclit— Fosmt - View ~ Help
From terrysadler@goowy.com Sat Feb 17 15:15:45 2007
received: from smrp-sjt-01.vividround. com ([199.249.224.252]3

by..mail.vividround. com with Microsoft smresvc(6.0.3790.1830
sat, 17 Feb 2007 15:15:45 -0600

iy

rReceived: from s-tpl.goo;}/.co- (smtpl.goowy.com [209.126.247.205])
by..smtp-s5jt-01.vividround.com (B8.12.11/8.12.11) with ESMTP ‘
id 11HLAcgD06010S. . for <martha.dax@superiorbicycles.biz>; sat, 17 &
Feb 2007 15:10:38 -0600 (csT)

Received: (qmail 2864 invoked from network); 17 Feb 2007 21:01:53 -0000
Received: by simscan 1.1.0 gpid: 2857, pid: 2859, t: 0.1710s
scanners:..attach: 1.1.0 clamav: 0.88.4/m:38/d:1506 spam: 3.1.2

X-Spam-Checker-version: SpamAssassin 3.1.2 (2006-05-25) on smtpl.goowy.com
X-Spam-Level: X-Spam-Status: No, score=0.5 required-4.5
testS=ALL_TRUSTED,BIZ_TLD,..HTML_50_60,HTML_MESSAGE autolearn=disabled
version=3.1.2

received: from unknown (HELO webserver002) ([192.168.25.102]) envelope

-sender derrysad]er@goouz.cw) satpl. goowy. com (gmail-ldap-1.03)
with SMTP for <martha.dax®superiorbicycles.biz>;
17 Feb 2007 21:01:53 -0000goowy: id: : 520051

From: terrysadler <terrysadler@goowy.com-Reply-To: terrysadler
<terrysadleré&goowy. com>

To: martha.dax@superiorbicycles.biz
Date: Sat, 17 Feb 2007 21:15:44 GMTMessage-ID:

<2af031584b5¢460e95b36ddd6719529f @webs er ver 002>
Bubject: InvestorsMIME-version: 1.0x-Mailer: goowy mail -

Figure 12-32 After formatting the e-mail message in Notepad
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Summary

E-mail fraudsters use phishing and spoofing scam
techniques

Send and receive e-mail via Internet or a LAN
— Both environments use client/server architecture

E-mail investigations are similar to other kinds of
iInvestigations

Access victim’'s computer to recover evidence

— Copy and print the e-mail message involved in the
crime or policy violation

Find e-mail headers
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Summary (continued)

Investigating e-mail abuse

— Be familiar with e-mail servers and clients’
operations

Check
— E-mail message files, headers, and server log files

Currently, only a few forensics tools can recover
deleted Outlook and Outlook Express messages

For e-mail applications that use the mbox format, a
hexadecimal editor can be used to carve messages
manually
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Summary (continued)

« Advanced tools are available for recovering deleted
Outlook files



