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Security Reminders

A.   Classification decisions are either original or derived.
B.   Only individuals occupying positions specifically authorized in writing may 

classify documents originally.
C.   Only individuals with the appropriate security clearance, who are required by their 

work to generate classified source information, may classify derivatively.
D.   There are three levels of classification, "TOP SECRET," "SECRET" and 

"CONFIDENTIAL."   Do not use other terms, such as "Official Use Only," or 
"Administratively Confidential," to identify classified national security information.

E.   Information shall not be classified for any reason unrelated to the protection of 
national security.

F.   Classifiers are responsible for assuring that information is appropriately classified 
and properly marked.   The proper markings include declassification instructions.

G.   To have access to classified information, a person must have a security clearance 
at an appropriate level, a signed SF 312, "Classified Information Nondisclosure 
Agreement," and the "need-to-know."

H.   Individuals who believe that information in their possession is inappropriately 
classified, or inappropriately unclassified, are expected to bring their concerns to 
the attention of their security manager or the classifier of the information for 
resolution.

I.    Classified information shall not be discussed or read in public places.   It should 
not be left unattended, even for a short time in automobiles, hotel rooms, private 
residences or public lockers.   Only approved security containers are authorized for 
storage.

J.    Classified information shall not be discussed on non-secure telephones.   "Talking 
around" is a dangerous practice and does not provide adequate protection to 
classified national security information.

K.   Notes, rough drafts, informal working papers, and other preliminary documents 
must be handled and destroyed as classified information.   This is especially 
important with computer-generated documents that often go through several 
revisions.   Apply the markings as the document is being created.
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 SECTION 1 - Marking "Originally Classified" Documents
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 Portion Markings and Overall Classification Marking 
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 Portion Markings and Overall Classification Marking 
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 "Classified by" and "Reason for Classification" Line 
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 "Declassify on" Line 
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 "Section 1.6(d) "Exemption Categories"
Exemption from 10-year Declassification
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 Working Papers 

 Information Transmitted Electronically 
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 SECTION 2 - Marking "Derivatively Classified" Documents
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 Portion Markings and Overall Classification Marking of a Derivative Document 
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 "Derived from" and "Declassify on" Line 
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 Derivatively Classifying From Multiple Sources 
Portion Marking 

 Overall Classification Marking 
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 "Derived from" Line 

 Source document Marked "Multiple Sources" 
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 Identification of all classified sources 

 "Declassify on" Line 
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 Derivatively Classfying from a Classification Guide 

DoD 5200.1-PH, April 1997

20 SECTION 2



 SECTION 3 - Marking Special Types of Information and Material

 Classification Extensions 
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 Foreign Government Information 
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 Letters of Transmittal 
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 Letters of Transmittal  
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 Special Access Programs 
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 SAP "NICKNAMES" 
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 SAP Documents
SAP "CODE WORD" 
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 SECTION 4 - "Other"

 Automatic Declassification - The 25-year rule 
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 Marking Information "Other Than" Documents
Charts, maps, equipment, drawings and photographs 
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 Hardware and Equipment 

DoD 5200.1-PH, April 1997

32 SECTION 4



 Continuous Form (Fan Folded or Rolled) Documents  

 Transparencies, Vu-Graphs, and Slides 
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 Computer Media 
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This guide does not include instructions for the marking of sensitive and/or controlled, 
unclassified information.   Refer to DoD 5200.1-R (Appendix C) for additional 
information.
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