Project 1

CPSC415 Biometrics and Cryptography

Activity 1: Identifying Root CAs
A CA issues certificates that can be used to transmit e-mail or conduct business on the Internet.  In this activity, you search the Web to look at the many companies that offer CA services and spend some time learning what a certificate looks like. 

1. Start Internet Explorer. Click Tools, Internet Options from the menu.  In the Internet Options dialog box, click the Content tab. 

2. Click the Certificates button to open the Certificates dialog box, and then click the Trusted Root Certification Authorities tab.

3. Scroll down the list and click the VeriSign Trust Network entry.  Then click the View button at the bottom right of the Certificates dialog box to view the certificate. 

4. List at lease five purposes of the certificate.

5. To see more information about this certificate, click the Details tab. When selecting the public key option in the Field column. What algorithm is being used to generate the public key?

6. Click OK, and them click Close.  Finally, click OK in the Internet Options dialog box. 

Activity 2: Understanding Password Cracking. 

As a security professional, you might come across files that are encrypted or password protected.  In most cases, passwords can be easily guessed (pet name, relative, spouses, and anniversary and birth dates).  Also, to paraphrase a social engineer when asked about cracking passwords, “why spend time trying to decrypt a password when you can just ask for it”>

It’s important to understand that in most countries, including the United States, cracking someone else’s passwords is illegal.  (You are allowed to crack your own password if you forgot it.)   Many web sites sell automated password crackers that decrypt PDF, Microsoft Word, or Microsoft Excel documents.  Some of these password crackers are illegal, so you must be careful when using them o perform a security test.  Many of these “underground” Web sites might contain offensive materials that are unsuited for the faint of the heart, as do many hacking web sites.  It might also be wise to disable JavaScript and ActiveX on your web browser before browsing because viruses can be carried out throught these programs.  Examples of some web sites that offer password cracking tools are www.cracks.am, www.cracks.ru, and http://astalavista.box.sk. 

If you are going to conduct password cracking, you must first obtain the password file from the system that stores user names and passwords.  This varies based on the OS you’re testing.  For *NIX systems, the file is stored in the /Etc/Passwd or /Etc/Shadow directory.  Most vendors don’t freely advertise where password files are stored, for obvious reasons. This is why visiting those “underground” web sites can be quite educational.  After the file is located, a dictionary attack can be performed on the file using the following programs.  The web sites for downloading these programs come and go as quickly as viruses are created, so you get better results by using a search engine to find them.  
· John the Ripper – One of the best programs available today for cracking password files.

· Hydra (THC) – Good program for testing over the Internet

· Expect – A scripting language for Windows and Linux that performs repetitive tasks, such as password cracking

· L0phtcrack – The original password-cracking program now used by many government agencies to test for password strength

· Pwdump3v2 – An enhancement of the Pwdump4 program used to extract hash values of use accounts on a Windows computer (versions of the program can be downloaded from www.openwall.com/passwords/nt.shtml)

A security test can use the following steps to obtain passwords on a Windows XP computer.  It should be noted that performing these steps on a computer other than your own can be illegal in most parts of the world.  In fact, using password cracking software on a computer other than yours can be dangerous.  In this example, Pwdump2 AND John the Ripper are used to obtain passwords from a Windows XP Home Edition computer:

1. the security tester first runs the Pwdump2 program to get hash values of user accounts on the Windows XP computer. (C:/PWDump2 >pwdump2)

2. If the program returns hash values, the security tester runs Pwdump2 again, but this time uses a redirector to send the output to a file named Pass.txt:

Pwdump2 > pass.txt

3. Using John the Ripper with the Pass.txt files as the input file, the security tester can perform a brute force on the hash values discovered with Pwdump2. 
The command “john pass.txt” performs a brute force attack on the passwords. To see the commands that can be used with John the Ripper, you can type the command “john” without any other parameters. 

· Write a report on your investigation of Pwdump2 program and the above 5 password cracking tools.  
· Try to crack the password file from a Windows XP Home (Professional) Edition computer if possible.   
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