CPSC 499/544 Network Security: Examination 1 – Fall 2002

Name__________________________________________

Undergraduates answer question #1 and four others fully. 

Graduates answer all questions as fully as possible.

1. (20 pts/10 pts). Precisely define each of the following frequently used terms/phrases.

(i) Vulnerability

A vulnerability is a condition, weakness or absence of security procedures, technical controls, physical control or any other controls

(ii)  Exploit

An exploit is an attack, usually using a computer program, to take advantage of a weakness
(iii) Threat

A threat is:

·  an expression or a warning of intent to do harm  

·  anything which can be a source of  danger.

(iv)  Security

Security is a process of reducing risk or the likelihood of harm

(v)  Hardening a product

Making a product  as exploit proof as possible  using known patches.
(2)    (20/15) .  Discuss as fully as possible five problems  found in the current Network infrastructure.  At least four of your answers should be in the top four protocol layers.

(1) Unencrypted application protocols

(2) Accessible TCP and UDP header

(3) Accessible IP header

(4) Unsecured transmission lines

(5) Poor and unreliable LAN protocols  
(3) (20 pts/15). Describe ( as fully as possible) 5 ways/techniques  by which one can defend a communication network.

(1) Good security policy
(2) Good access Controls

(3) Perimeter defense –Firewalls

(4) Use of encryptions

(5) Use of IDS and other penetration/DDoS services

(6) Use of anti-virus defense  

(4) (20/15). Describe ( as fully as possible) five essential  steps in an enterprise  security policy. 

Physical Security Controls:

Physical Device Security
Logical Security Controls

Logical Access Control

Infrastructure and Data Integrity

Network Services

Authenticated Data

Common Attack Deterrents

Data Confidentiality

Policies and Procedures for Staff

Security Awareness Training

Incident Handling

(5) (20 pts/15).  (a) For each of the following operating systems, list and explain briefly two vulnerabilities.

(i) UNIX – and all Unix variants.

(ii) Windows (NT/ 2K/XP)

(iii) Mac OS

(iv)  Linux

(b) Discuss four (4)  security phases:

· Inspection – identifying key security functions needed and the capabilities available to achieve the desired security level

· Protection – proactive risk reduction – mechanism in place to prevent reduction in desired security level

· Detection ( in action)– to take measures to detect whether an asset has been damaged, how, and who has caused the damage.

· Response ( post-action)– to take measures that allow recovery of assets or recovery from damage, and minimize losses (unwanted publicity).

· Reflection – plans/processes that focus on security improvements

(6) (20/15).  For the application layer,  discuss  briefly weaknesses found in  six applications ( Note:  Name the application and  briefly discuss its weakness – at least one for each)   

· Application Layer
· This layer provides the user interface  with resources rich  in application functions. 

· It supports all network applications and includes many protocols such as HTTP for web page access, SMTP for electronic mail, Telnet for remote login, and FTP for file transfers. 

·  In addition, it  provides name server protocols (NSP) and  Simple Network Management Protocol (SNMP), remote file server (telnet), and Name Resolution Protocol (DNS).  
· Suffers from weaknesses in all these protocols ( All need strong encryption).
· Transport Layer
· Its main purpose is to transport application layer messages that include application layer protocols in their headers between the host and the server. 
· Suffers from sequence number attacks

· Also suffers from reply errors 

· Since it has  two  standard protocols: 

· Transport Control Protocol  (TCP)

· User Datagram Protocol (UDP). 

· Suffers from  structural defects in the headers of these protocols. 
Network Layer
· This  layer moves packets, now called datagrams, from router to  router  along the path  from a source host  to the destination host. 

· It supports a number of protocols including:

· Internet Protocol (IP), 

· Internet Control Message Protocol (ICMP)

· Internet Group Management Protocol  (IGMP). 

· It suffers from not only structural weaknesses like in IP header,  but also each one of these protocols have additional weaknesses.

 Data Link Layer

· This layer  provides the network with services that move packets from one packets switch like a router  to the next over connecting links. 

· This layer  also offers reliable delivery of network layer packets over links. 

· It is at the lowest level of communication and it includes the network interface card  (NIC) and operating system (OS) protocols. The list of  protocols in this layer  include: 

· Ethernet, 

· ATM 

· others like  frame relay. 

· Data link layer protocol unit, the frame,  may be moved over  links from source to destination by different link layer protocols  at different links along the way.
· The security here depends a lot on the security in the local LANS.  As we know local LANS suffer from a multitude of weaknesses.
Physical Layer 

· This layer  is  responsible for literally  moving  Data Link  datagrams bit by bit over the links and between network elements. 

· The protocols here depend and use the characteristics of the link medium and the signals on the medium
· In each one of these layers, once encryption is not used, the  communication channels are not secure
(7) (20tps/15 pts). Think of the five TCP/IP protocol layers.  

(i) Which layers  are the easiest to harden – why?

The application layer is easy to harden by:
· Applying vendor supplied patches

· Using third party encryption ( SSL, TSL, PGP, etc..).

The Transport layers is easy to harden by:
· Vendor supplied and third-party patches

The Network layer 

· Also easy to defend by applying new protocols and vendor supplied patches ( IPSec, IPv6, etc..)

(ii) Which layers are the most difficult to harden – why?

The Data Link layer and Physical link are far removed from the user and even system administrator. There are therefore mode difficult to harden.
(iii)  How does a SYN-flood work?  What is the best way to deal with it?
· TCP SYN attack – where memory is allocated to TCP connections such that not enough memory is left for other functions
· Brute force.
